
Contract Number HHSREV100000889

DEPARTMENT OF STATE HEALTH SERVICES

Contract number HHSREV100000889 (the "Contract"), isentered into by Department of State
Health Services ("DSHS") Vital Statistics Section and Sabine County ("Contractor). DSHS and
Contractor arecollectivelyreferred to hereinas the "Parties."

I >—rfilftlW DSHS agrees to provide access to theDSHS VitalEvent
Electronic Registration Systemfor the purpose ofissuing individual birth certificates.

II. Term of tfa« Contract. ThisContract willbegin onSeptember 1,2018, and end onAugust
31,2023.

III. Anthoritv. The Parties enterinto mis Contract under the authority ofTexas Health and
Safety Code Chapter 191 and Texas Government Code Chapter 791.

IV. Statement ofWork.

A. DSHS agrees to provide on-line computer services in support of Contractor from 7:00
ajn. to 6:00 p.m. (CST) Monday through Friday, except holidays. In Die event of an
emergency or computer application error, DSHS may temporarily suspend services
without advance notice.

B. Contractor may searchDSHS databases, locatedata, and issue Certifications ofBirth to
authorized individuals requesting such data. The certifications will be in a format
formallyapproved by DSHS. Contractor will takereasonable efforts to ensureuseofthe
DSHS Vital Event Electronic Registration System is not abused by its staff. Abuse of
the accessto confidential information in the DSHS Vital Event Electronic Registration
System may be cause fortermination ofthis Contract in accordance with Section DCK.

C. Contractor will acquire the necessary data processing equipment, communications,
hardware or software, and purchase "bank note" paper, as specifiedby DSHS. DSHS
will assist in connection of the equipment, furnish software program and provide
technical assistance, ifnecessary.

D. Contractor will complete the DSHS Vital Event Electronic Registration System
registration forms asspecified by DSHS.Contractor willremain incompliance withany
requirements specified by DSHS for accessing the DSHS Vital Event Electronic
Registration System. Contractor will not be required to payanadditional fee pursuant to
this Subsection.

E. Contractor acknowledges mat records may not be located in the searching process
instituted by Contractor, orrecords which arelocated may haveerrors due to:
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Contract Number: HHSREV100000889

1. Normal key-entryerrors in spellings;
2. Accidental failure on the part of die DSHS to update a file for an amendment

or paternity determination; and
3. The event year does not exist on the system.

F. Contractor willnotifyDSHSinwriting, atleast monthlyoferrors orsuspected errors that
exist on die database information.

G. Contractor is to maintain aninventory control and account for each document produced
on "banknote" paper, includingvoideddocuments.

H. Contractor will issueCertificates ofBirthutilizingremoteaccess to the DSHS system in
conformance with HealthandSafetyCodeChapters 191,192 and195,aswell as25 Tex.
Admin. Code Chapter 181.

I. The Parties arerequired to comply with allapplicable stateand federal lawsrelating to
the privacyandconfidentiality ofthisdata andrecords, whichincludes Texas
Government Code Section 552.115.

J. The Parties will use confidential records and mformation obtained under mis Contract
only for purposes asdescribed in thisContract and as otherwise allowed by law.

Contractor agrees to payDSHS ONE dollar and ekjbty-three cents ($1.83) foreach
Certification ofVital Record printed asa result ofsearches ofthe database. Contractor
agrees to charge the same basesearch fee for abirthcertificate asDSHS. Additional fees
mayonly be charged asauthorized by TexasHealth and SafetyCodeChapter 191 and 25
Tex. Admin. Code Chapter 181.

vi. fiflUag.
A. DSHS will sendan itemized billingto Contractor on a monthly basis foreach

Certification ofBirth printed. This billing willbe sent through theU.S. Postal
Service to the Contractor at:

Name: Sabine County Clerk

Address: P.O Box 580
Hemphill, TX 75948

B. Contractor willdirect anybilling inquiries either by phone to 512-776-7206 oremail
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Contract Number HHSREV100000889

vn. zswmMsSzaAt
A. Contractor willremit payment to DSHS within thirty days after abilling is received

by them. Payment by the Contractor will be considered madeon the date
postmarked.

B. Contractorwill send payments to DSHS at

Texas Department ofStateHealthServices
CashReceipts Branch MC2096
P.O. Box 149347
Austin, TX 78714-9347

C. Contractor will make payment to DSHS outofits current revenues.

VHJ. RaprestMratrves. The following will actas the Representative authorized to administer
activitiesunderthis Contract on behalf oftheir respectiveParty.

IX.

Sabine County Clerk's Office DSHS

Sabine County Texas Department ofState HealthServices
SabineCounty Clerk's Office Contract Management Section
Attn: Janice McDaniel Attn: Tina Walker

Mail Code 1990
P.O. Box 580 P.O. Box 149347
Hemphill,TX 75948 Austin, TX 78714*347

Phone:(512)776-2732
Phone:(409)7873786 Email: Tina.walker@ddis.texas.gov

Email: sabinecc@yahoo.com

A* CsWeriikigLaw. Regarding allissuesrelated to thisContract's formation, performance,
interpretation, andanyissues mat may arise inanydispute between die parties, the
Contract will be governed by andconstrued in accordance with the lawsof theStateof
Texas.

B. Amendment This Contract may be modified by writtenamendment signedby the
Parties.

r ftiffiftwH*1Wv-
The Parties are required to complywithall applicable state and federal laws relating to
theprivacy and confidentialityofrecords mat contain Personal Identifying Information
(PIT) orPersonally Sensitive information (PSI) orother information orrecords made
confidential by law, includingTex. Bus. & Comra. CodeSection 521.002. The attached
DataUse Agreement(AttachmentA) applies to this Contract.
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Contract Number HHSREV 100000889

identifying information. Except asprohibited by other law, Contractor and DSHS may
exchange PI1 without consent, in accordance withChapter 191 ofthe Health and Safety
Code.

E> Records Reteniton. DSHS will retain records in accordance with DSHS State ofTexas
Records Retention Schedule at htto^/www.dsfa.toM.gov/manWschBdulea.ghtm.

Department Rulesandotherapplicable stateand federal statutes and regulations
governing medical, mental health, andsubstance abuse information.

F* S'wrsAMto'. [f any provision ofthisContract is construed to be illegal or invalid, the
illegalor invalidprovision will be deemed strickenanddeleted to the sameextentand
effect as ifnever incorporated, but allotherprovisions will continue.

G. Njrtjejk Any noticerequired or permitted to be givenunder this Contract willbe in
writingandsent to therespective Party's Representative in SectionVIII. Noticewill be
deemed to havebeen received by a Party on ti»e thirdbusiness day afterthe date on which
it wasmailed to the Parry atthe address specified in writing by theParty to theother
Party, or, ifsentbycertified mail,on die date ofreceipt.

H. Waiver. Acceptance by eitherParty ofpartial performance or failure to complain ofany
action, non-action ordefault undertillsContract will not constitute awaiverofeither
Parry's rights underthe Contract

I. ATtifBIHfn^ Neither DSHSnorContractor will transfer, assign, or sell its interest, in
wholeorin part, in thisContract withoutprior written consent by both Parties.

J. Smoaailoa ofServices Under This Contract In the eventofan emergency or
information technologysystem failure, DSHS may temporarily suspendservices without
advance notice. Use ofservicesfor purposes inconsistent with applicable lawmay also
result in asuspension ofservices.

K.

1. Convenience. ThisContract maybe terminated by mutual agreement oftheParties.
Either Party mayterminate this Contract without cause by giving 30 days written
noticeofits intent to terminateto die non-tenninating Party.

2. Cause.This Contract maybe terminated forcause by either Party forbreach or
failure to perform anessential requirement oftheContract Use ofservices for
purposes inconsistent with applicable law maybe cause for Contract termination.

3. NffitW ttf'r«mt"*<l'M» Written nnriftft may be, aenthy anymethod thaiprovides
verification ofreceipt, which willbecalculated from thedate ofreceipt by thenon-
tenninating Party's Representative provided in Section VIII.
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Contract Number: HHSREV 100000889

4. Equitable Settlement At theend of theTerm of this Contreetor termination as
provided for in this Section, the Parties will equitably settle their respective accrued
interests orobligations incurred prior to termination.

By agoing below, the Parties agree that this Contract constitutes the entire legal and binding
agreement between them. The Parties acknowledge that they have read die Contract and agree to
its terms, and that the persons whose signatures appear below have the authority to execute this
Contract onbehalfof their respective Party.

DEPARTMENT OF STATE HEALTH SERVICES Sabine County

oyjja tiuJ r, p TV-x/^v^-
MandaHall.M.D.
Associate Commissioner
Department ofState HealthServices

dN*

Daryl Melton
County Judge
Sabine County

The Following attachments are attached and Incorporated as Part ofthe
CONTRACT HHSREV100000889:

Attachmenta- Data Use Agreement
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ATTACHMENT A - DATA USE AGREEMENT

data Use agreement

BetweenThe

Texas health And Human Services Enterprise
AND

Sabine County ("Contractor")

ThisData UseAgreement ("DUA") is hxwrporatc^ into SystemAgencyContract No.
HHSREV10uttX>889(teMB8KCon^
("SystemAgency")andSabine County("ContrsctoO-

ARTICLE l.PURPOSE; APPLICABILITY; ORDER OF PRECEDENCE

ATTACHMENT I. The purpose of this DUA is to facilitate creation, receipt, maintenance,
use, enclosure or access to Confidential Information with Contractor, and describe
Contractor's rights and obligations with respect to the Confidential Information and
the limited purposes for whieh the Contractor may create, receive, maintain, use, disclose or
have access to Confidential Information. 45 CFR 164.504(e)(l)-(3). This DUA also
describes System Agency's remedies in the event of Contractor's noncompliance with
its obligations under this DUA. •"»«- ™' * .p^i-. ^ t^w flngjnnyj finnciajci "^ ««*«*" «*»
are not PilTflfnTtl A««*ffr »*"» create, receive, maintain, use, disclose or have access toJ2onJjdcjttjaj
fafomiatsnn on behalfofSystem

As ofthe EffectiveDateofthe Contract, ifanyprovision ofuw BaseCcoum^indudln^
ProvisionsorUniform Terms and Q»dltiooa,coiiflk^wto this DUA this DUA controls.

ARTICLE 2. DEFINITIONS

For the purposes ofthis DUA, caniraliMd, nnderlned terms have the meanings set form in the
foDcmfaf: Health Insurance Portability and Accountability Act of 1996, Public Law 104-191 (42 U.S.C.
§1320d, et ssq.) and regulations thereunder in 45 CFR Parts 160 and 164, including all amendments,
regulations and guidance issued thereafter; The Social Security Act, including Section 1137 (42 U.S.C.
§{ 1320V7), Title XVI of theAct;The Privacy Act of 1974, asamended by dieComputer Matching and
Privacy Protection Actof 1988,5 UJS.C. $ 552a and tegulatkM and guklance theisu^
Code, Title 26ofthe United StatesCodeandregulsticmsandpiMicatrOM
IRS Publication 1075; OMB Memorandum 07-18; Texas Business and Commerce Code Ch. 521; Texas
Government Code, Ch. 552,andTexas Government Code 12054.1125. m addition, die following terms in
this DUA are defined as follows:

"AMHi«»i4»^pnHiMe»mrtti»thes^ of
the Base Contract for Contractor to fulfill its obligations under the Base Contract, or any other purpose
expressly authorized bySystem Agency inwriting inadvance.

"Aj^rJtedJIs^mcansaEajfiB:

(1) Who is authorized to create, receive, maintain, have access to, process, view, handle,
»»""«, intarpt,« analyze Confidential Information pursuant tothis DUA:

(2) ForwnomCoiitiictorwarranUandrepra
maintain, use,disclose or haveaccess to theConfidential mfonmatlon: and

System Agency Data Use AgreementV.8J HIPAA Omnibus Compliant April 1,2015
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System AgencyContract NoJBHSREV100000889

(3) Who has agreed in writing to be bound by the disclosure and tae limitations pertaining to
tha fTmfi*Hujg| inftffnwtipn - *~f** h**"• n"A

"Confid—ttal Isfliwnartnif means any communication or record (whether oral, written,
etectrotueally storedorti^
Contractor may create, receive, maintain, use, disclose w to that
consists oforincludes anyorallof the following:

(1) Clienl Infnrmatimv

(2) Protected Health Information u any form including without limitation, Electronic
Pmtortirf U~hh f«fiwni^ft| ™T^HBHTBll Protected Health Information-

(3) Sensitive Personal Information defined hvT«t« Riirin—.rvt Pom™«™. n~A* r^ <? t •

(4) FedamlTaxfamrmation;

(5) PfflonglJv Idcj^jfiaJ^ Inj^nngtion;

(6) Social Security Administration Data, including, without limitation, Medicaid
information;

(7) All privileged work product;

(8) All ^formation designated asconfidential under theconstitution andlaws ofthe State of
Texas and of the United States, including the Texas Health & Safety Code and the Texas Public
Information Act,TexasGovernment Code, Chapter 552.

"TifffflU* f Tttstttel Rwresentative" of the iiwHiAh-i as defined byTexas law, including as
provided in45 CFR 435.923 (Medicaid); 45 CFR 164.502<gXl) (HIPAA); Tex. Occ. Code § 151.002(6);
Tex.H & S.Code §166.164; Estates Code Ch. 752andTexas Prob.Code8,3.

ARTICLE 3.CONTRACTOR'S DUTIES REGARDING CONFIDENTIAL INFORMATION

Section3.01 Obtlgathiu ofContractor

Contractor agrees that:

(A) Contractor will exercise reasonable care and no less than the same degree of care
Contractor uses to protect its own confidential, proprietary and trade secret information to prevent any
portion oftht ConlHTHjl .njbjmfitipn from being used ina manner that it notexpressly «n Authorized
Pjinjose underthis DUAor asRamAndbv Law.45 CFR 164.502(b)(1); 45 CFR 164.514(d)

(B) Contractor will not, without System Agency's prior written consent, disclose or allow
•eeasa tnanyportion oftheConfidential Infhm^jop to anvParson orother entity onW than Authorised
lilflft Workforce or SuhoantfactoBi of Contractor who have completed training in confidentiality,
privacy, security and the importance of promptly repotting any Exejg or Breach to Contractor's
ntaraumneni. to carry out the Authorized P^^

System Agency, at its election, may assist Contractor in training and education on specific or
unique System Agency processes, systems or i^uirements. Contractor will produce evidence of
completed training to System Agency upon request. 45 CF.R. 164308(a)(5)(9; Texas Health A Safely
Code §181.101

(C) Contractor will establish, implement and maintain appropriate sanctions against any
member of its Workforce or Subcontractor who fails to comply with mis DUA the Base Contract or
applicable law. Contractor will maintain evidence of sanctions and produce it to System Agency upon
request** CFJL 16430t(*)(l)m(Qi 164.530(e)} 164.410(b)! 164.53mm

System Agency DataUse AgreementV.8.3 HIPAA OmnibusCompliant April 1,2015
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System AgencyContract NcHHSREV100000889

(D) Contractor will not, without prior written approval ofSystemAgency,disclose orprovide
•"•"" - fl"Y ^lldenrijl M*"""*" on the basis that auch actia Required bv Lawwithout notifying
System Agencyso thatSystem Agencymay havettaoppcituirity to objectto to
seek appropriate relief. If System Agency objects to such disclosure or access, Contactor wQI refrain
from disclosing or providing access to me Confidential Information until System Agency has exhausted
all alternatives for relief. 45 CFR 164.504(e)(2)fli)(A)

(E) Conrraetnr will not attempt tn m-identifa or farther identity ftwifldential Information or
IshHtfTftfl^d Information, or attempt to contact any hyihitanafr whose records are contained in the
Confidential Information, except for an AuthorizedPurpose, without express written authorization from
System Agency or as expressly permitted by the Base Contract. 45 CFR 164.502(d)(2)(f) ami (H)
Contractor will not engagein prohibited marketing or saleofConfidential information 45 CFR164.501,
164.593(a)(3) amd(4); TexasHealth A Safety CodeCh. 181.002

(F) Contractor will not permit, or enterinto any agreement with a Subcprjtractor to, create,
receive, nauntaia, use, disclose, have access to or transmit Confidential Information, on behalf of
Contractor without requiring that Subcontractor first execute the Form Subcontractor Agreement,
AfHf""^ ' wfak» ensures that the Suhoiinrinetor will comply with the identical terms, conditions,
ssfeguards and restrictions as contained in this DUA for PHI and any other relevant Confidential
Information and which permits more strict limitations; and45 CFR 164.502(e)(l)(l)Wi 164.504(e)(l)(0
and CO

(0) Cfenbactorlsclirectryra
creation, maintenance, me, disclosure, transmission andDestruction ofCnw^nVfef<•] jnfojiMlfan ,nH*" "*«
or omissions of filifflrnlTTflftri as may be reasonably necessary to prevent unauthorized use. 45 CFR
164J04(e)(5);42 CFR431J00, erst*

(H) If Contractor maintains Effl in a PrriBMtod Record Sef. Contractor will make Pjfl
,^;i^j. ^ cy^^ ^g—T *" * Itoimmtri Ramri fat "*• —*"•"»«< fry gy^*" ^gr p""*1* Pill
to the iQdjyjdjUfll, or Lennltv Authorised, BmwitfltfYf of the Individual who is requesting PJfl in
compliance with the requirements of the HIPAA Privacy "iTiM""" Contractor will make other
C^ytAiSal information inContractor'a possession available pursuant to the requirements of BJEAAor
nrhr affUeahh law upon a determination of a Breach of Unsecured PHI as defined inHIPAA. 45CFR
164.524tHdl64.504(e)(2)(H)(E)

(1) Contractor will make PJfl as required by HJRAA. available to System Agency for
amendment and incorporate anyamendments m this inforrnati
pursuant totheHJPAA^tfCFR 164.5Q4(«)(2)(H)(E) and(F)

(J) Contractor will document and make available to System Agency the PJfl required to
provide access, an accounting of disclosures oramendment incompliance with the requirements of the
HTPAA Privacy Regulations. 45 CFR 164.S04(e)(2)(B)(G) and 164.528

(K) If Contractor receives a request for access, amendment or accounting of PJfl by any
f«««tii*iai subject to this DUA, it will promptly forward the request to System Agency; however, if it
would violate HIPAA to forward the request. Contractor will promptlynotify of the request and of
Contractor's response. Unless Omtraetor isprohibited bylaw fttim forwarding a«
will respond toall such requests, unless System Agency lias given prior written consent f«^
respond toand account for allsuch requests. 45CFR 164504(e)(2)

(L) Contractor will provide, and will cause its Subcontractors and agents to provide, to
System Agency periodic written certifications of compliance with controls and provisions relating to
information privacy, security and breach notification, including without limitation iiiformation related to

System Agency Data Use Agreement V.83 HIPA 1,2015
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System AgencyContraclNoJfflSREVI00000889

data transfers and thehandling and disposal of Confidential Information. 45CFR 164308; 164.530(d); 1
TAC202

(M) Except as otherwise limited by this DUA, the Base Contract, or law applicable to the
Confidential Information. Contractor mayuna ordisclose PHI far the pmprt^,^ .~t ^imfcj^»ri»,
ofContractor orto carry outContractor's legal responsibilities ifi 43 CFR 164.S04(e)(O)(D(4)

(1) Disclosure is Required bv Law, provided that Contractor compile* with Rertion 3nl(Tl);

(2) Contractor obtains reasonable assurances from the Person, to whom the information is
disclosedthat the Pjrjpj will:

(a)Maintain die cxmfidentiality oftheConfidential Information in accordance with thisDUA;

(b) Use or further disclose the information only as Required bv Law or for the Anthnri«^
PjBPPjg for which it was disclosedto the Egrjonjand

(c) Notify Contractor in accordance with Section 4.01 of any EjsjbI or Breach of Confidential
Intbswatlon of which the PjKSon, discovers or should have discovered with the exercise of
reasonable diligence. 45 CFR 164.504(e)(4)(U)(B)

(N) Except as otherwise limited by this DUA, Contractor will, if requested by System
Agency, use PJfl to providedata aggregation services to System Agency, as that term is defined in the
HIPAA. 45 C.FJt §164.501 andpermitted by HJEM. 45 CFRlM504(e)(2)(0(B)

(O) Contractor will, on the termination or expiration ofthisDUA or the BaseContract, at its
expense, return to System AgencyorTlntnTY •* System Agency's election, andto the extentreasonably
fe..!Me ««t permjaaftitn hy law, *« C^fidentijl InftlTllgtiffll ""«*—l *—»V"" AflT"T " "—tmA *~
maintained by Contractor or any ofContractor's agents or Subcortoctora on System Agency* behalfif
that data contains rVm<^*f1*1 fnlrarmariftn. Contractor will certify in writing to System Agency that all
the nonfirietrfiai infarmari^ thai has been created, received, maintained, used by or disclosed to
Contractor, has been Destroyed or returned to System Agency, and that Contractor and its agents and
Sflb^pjrtriHffltTi h*v*' "*•*"«"' "•» «"pi** thereof. Notwithstanding the foregoing, Contractor acknowledges
««i agree,that it may tintDffwjy anyConfidential fafoimation if federal or statelaw,or System Agency
record retention policyora litigation holdnoticeprohibits suchDestruction. If suchreturn orDestruction
is not reasonably feasible, or is impermissible by law,Contractor will immediately notify System Agency
ofthe reasons such returnor DjsJnipJjtois not feasibly wid
this DUA to the Confidential Information and limit its further uses and disclosures to the purposes that
make the return "f the ffrnfidentja} information not feasible for as long as Contractor maintains such
C^nfidcm^hfPnillltiQn. 45 CFR164J04(e)(2M(/)

(P) Omtraetor wUl create, maintain, use, disclose, transmit or DjatE&y. Confidential
Information in a secure fashion thatprotects against any reasonably anticipate thxeato or hazards to the
securityor integrity of suchinformation or unauthorized uses.45 CFR 164306} 164.530(c)

(Q) If Contractor accesses, transmits, stores, or maintains Confidential Information.
Contractor will complete and return to System Agency at lnfoaeouritv(ahlltf.flffil1ritTiiW the System
Agency information security and privacy initial inquiry (SPQ atAttachrnent 2. TheSPI identifies basic
privacy and security controls with which Contractor mustcomply to protect System Agency Confidential
Information Contractor will comply with periodic security controls compliance assessment and
monitoring by System Agency as required by state and federal law, based on the type of Cjmjjdejgjal
information Contractor creates, receives, maintains, uses, discloses or has access to and the Ajgjgfjged.
Purpose and level of risk. Contractor's security controls will be based on the National Institute of
Standards and Technology (NIST) Special Publication 800-53. Contractor will update its security
controls assessment whenever there ate significant changes in security controls for System Agency

System Agency Data UseAgreementV.8.3 HIPAA Omnibus Compliant April 1,2015
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SystemAgencyContract No,HHSREVl00000889

Confidential Information and will provide theupdated document to Syatem Ajen/y System Agency Slso
reserves theright to request updates asneeded to satisfy state and federal monitoring requirements. 43
CFR 164.306

(R) Contractor wiB establish, Implement and maintain any and all appropriate procedural,
adrninistrative, physical and technical safeguards to preserve and rnaitnain theconfidentiality, integrity,
and availabUity of the ron^wt.i intb^atinn and with respect to PJfl, as described in the HIPAA
PriVKY Md BwUfitY RwulitnTM or other applicable laws or regulations relating to confidential
huVmatten. to prevent any unauthorized use or disclosure of *>tWlHM InfrmBtflWl r long as
rontraeter haa am*C^ftjftatijri, MltljlnTI iw *" •"—' ~* ""—*"***» p---««" 45 CFR 164.308
(admbtbnthm safeguards); 164.310 (physical safeguards); 164.312 (technical safeguards);
164.530(eMjsrlsaey safeguards)

(S) Contractor will designate and identify, subject to System Agencyapproval, a Person or
Pjggone, as Privacy Official 43 CFR 164330(a)(1) and^formation Security Official, eachof whom is
authorized to acton behalfofContractor and is responsible for tb* development and implementation of
the privacy and security requite extractor will provide nameand cuntsti address,
phone number and e-mail address for such designated officials to SystemAgencyuponexecution of this
DUA andprior to arty change. 45 CFR164.308(a)(2)

(T) Contractor represents and warrants that its ^nthorjyt if—ra eanh have a demonstrated
needto know and haveaccess to jpTfff—*•! fafomstion solely to the tmnttnum extent necessary to
accomplish the AlflWlfT1 pMTTt*<> pursuant to this DUA and the Base Contract, and further, thateach
has agreed in writing to be bound by the disclosure and use limitations pertaining to the confidential
Ijufojinaiiojicc^inedinthisDUA. 45 CFR 164.502; 164.514(d)

(U) Contractor and its Subcontractors will maintain an updated, complete, accurate and
numbered list of AjghprijadJUjaerj, their signatures, titles and the date they agreed to be bound by die
termsofthis DUA,atalltimesandsupplyit to System Agency,asdlre^

(V) Contractor will implement, update as necessary, and document reasonable and
appropriate policies and procedures for privacy, security and Breach ofConfidential fafifflllsftfoft —* "n
incident response plan for an Bjtgfis or Bjnjcli, to comply with the privacy, security andbreach notice
reqmremenU of this DUA prior to conducting work under the DUA. 45 CFR 164308; 164316}
164.514(d)} 1643300)0)

(W) Contractor will produce copies of its information security and privacy policies and
procedures and records relating to the use or disclosure of Confidential Information received from,
created by, or received, used or disclosed by Contractor on behalf of System Agency for System
Agency's review and approval within 30 days of execution of this DUA and upon request by System
Agencydie following business day orother agreed upon time frame. 45CFR 164308; 164314(d)

(X) Contractor willmate available to System Agency anyuifbrmaticn System
to fulfill System Agency1* obfigstiotts toprovide a
"*" •rf"w,M't *— —** "irhrtinM "^'"ffin """fidMrfial irdhnwarion Contractor will provide such
infbnnanon in a time and niaiaierreasorauty agreed upon k
orstatelaw.45 CFR 164.S04(e)(2)0)(D

(Y) f«nt-etnr **rtll onlyeomhirt aernre rranarniaaiona ofConfidential Information whether in
paper, oral or electronic form. A secure transrnission of electronic r^filrfntiil |afiw"Mri'w' in motion
Irrfndff "•"•"•» »*"«Tranaftw Protneol {khlf} orEncryption at ananmonriata levelorotherwiae protected
as required by rule, regulation or bw. Svatem A«mcv Confidential Information at rest requires
Pnervntion unless there is adequate administrative, technical, and physical security, or as otherwise

System Agency Data Use Agreement V.8.3 HIPAA Omnibus Compliant April 1,2015
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System AgencyContract hiarfflSRCT10o000889

protected as required by rule, regulation or law. All electronic data transfer and communications of
Confidential Informmimi will bethrough secure systems. Proof of system, media ordevice security or
Fimyntinn must be produced to System Agency no later than 48 hours afier System Agency's written
request In response to a cornpliaace investigation, audit or the Discovery of an Eyjag or Breach-
Otherwise, requested production of such proof will be made as agreed upon by the parties. De-
identificatlon of Sviem Aeenev fon^f^ Mbflnajjon »« • -—» "* —™<«y With respect tO de-
ideotifkation of PJfl. "secure" means de-identified according toHIPAA Privacy gtandards and regulatory
guidance. 45 CFR 164312; 164.530(d)

(Z) Contractor will comply with the following laws and standards if applicable to the type of
Confidential Information and Contractor's AuthorisedPumas*

Title 1, PjnlJJLChapter 202,Subchapter B. TexasAdministrative Code;

The PrivacyAct of1974;

OMB Memorandum07-16;

The Federal fafiOTrtfan Security MlMgangnt AcjjBpJB (FISMA);

The Health Insurance Portability and Accountability Act of 1996 fHIPAAl as defined in the
DUA;

Internal Revenue PuNtaHign, 1Q7? - Tax Information Security Guidelines for Federal, State
and Local Agencies;

National Institute of Standards andTechnology (NIST) Snerial PuhHmtton 800-66 Revision
1 - An Introductory Resource Guide for Inmlemei^ng the Health Insurance Portobility a^
Accountability Act (HIPAA) Security Rule;

NIST Special ftiMicjUJons, 8QQ-f3 and 800-33A - Recornmended Security Controls for
Federal Information SystemsandOrganizations, ascurrently revised;

NIST Spwifj PilWietton 800-47 - Security Guide for Interconnecting Information
TechnologySystems;

NIST Special Publication 800-88, Chiiddtnes for Media Sflnjtjyptiftr;

NIST Special Publication 800-111, Guide to Storage of Encryption Technologies for End
User Devicescontaining PHI; and

Any oma Stateor Federd law, regulation, w
Agencyprogram area that Contractor supports onbehalfofSystemAgency.

ARTICLE 4. BREACH NOTICE, REPORTING AND CORRECTION REQUIREMENTS

Section 4.01. Breach or EventNotification to System Asencv. 45 CFR 164.400-414

(A) Contractor win cooperate fully with System Agency in investigating, mitigating to the
extent practicable andissuing notifications directed by SystemAgency, forany Event or Breach
ftf rrffdenih,! information to the ertentandInthe manner determined hv Svatem Aoenov

(B) Contractor's obligation beginsat the Discovery ofan Eventor Breach andcontinues as
longasrelated activity continues, untilall effectsof the Event aremitigated to System Agency's
satisfaction (the "incidentresponseperiod"). 45 CFR 164.404

(C) BreachNotice:

1. Initial Notice.
System Agency Data Use Agreement V.8.3 HIPAA Omnibus Compliant April 1,2015
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System AgencyContract NaHHSREV100000889

a. For federal information, indudma without limitation. Federal T^ fafimaliftn, Sftgia] SmiritY
Anmniatrarion Data, and Medicaid Client InJrfrnffljpn, withtn tke ftW, ™«.~..H„. wt,wJ, i^
of PJfcjyox and for allother typesofCotifiilflntial Information not more than 24 hours after
DiKQmYi orIn a timeframe otherwise approvedbySystm Agency to
System Agency's Privacy and Security Officers via email at: privacvtaSvutem
AaeacvCjtate.txJis sad to the System Agency division resoonrihle for tMa nilA; and mg
Publication 1075} Privacy Act of1974, asmended by the Commuter Matching and Privacy
Protection Act of 1988, SUS.C§ 552m OMB Memorandum 07-16 as cued at System
AgencyC-CMSContractsfor Information exchange.

b. Report all information reasonably available to Contractor about the Event, or Breach of the
privacy nr security ofC^fldnrnja] Infifflimtiffll 45 CFR164.410

c. Name, and provide contact information to System Agency for. Contractor's single point of
contact who will corranunicate witoSystem Agency bom on andoff business ho
incident response period.

2. 48-Hour Formal Notice. No later than 48 consecutive clock hours after Discovery, or a
time within which DJugyea reasonably should have beenmade by Contractor of an Event or
Bjejcb, of Cra^fideniiai information provide formal notification to the State, including aU
reasonably available information about the fiyejlt or BjbjgLv and Contractor's investigation,
including without limitation and to the extentavailable; For (a)- (m) below: 45 CFR 164.400-
414

a.The datedie Evegt or Breacj} occurred;

b. The dateofContractor's and, ifapplicable, Snhcomraclor's Discovery:

c. A briefdescription of the Eyojg. or Bjesj^including how it occurred and who is responsible
(orhypotheses, ifnot yetdetermined^

d. A briefdescription ofContractor's investigation and the status oftheinvestigation;

e. A deseription ofthe typesand amount ofConfidential Tnform^jon involved;

f. Identification of and number of all Individuals reasonably believed to be affected, including
first andlast name ofdie individual andif applicable the, l*rllw rpfariral npTBlffltlltiYn last
known address, age, telephone number, and email address if it is a preferred contact method, to
the extent known or can be reasonablydeterniinedbyt^mtractoratthattime;

g.Contractor's initial riskassessment of the Eyan| or Bjrejashjdemonstniting whether individual
or other notices arejtequired by applicable law or tins DUA for System Agency approval,
including an analysis ofwhether there isa low probability of cornpromise of the Cjmfijdjmtijl
reformation orwhetheranylegal exceptions to notification apply;

a. Contractor's recommendation for System Agency's approval as to the steps Individuals or
Contractor mi behalfof Individuals, should take to protect the Individuals from potential barm,
including without limitation Contractor's provision of notifications, credit protection, claims
monitoring, and any specific protections for a Legally Author^ Pepn^ent^jye to take on
behalfofanhjdjyjduaj withspecial capadtyorcircumstances;

LThe stepsContractor hastakentornitigate me harm or p^ential harm caused (including without
limitation the provision ofsufficientresources to mitigate);

j. The stepsContractor hastaken, orwill take,to nrevent orreduce tlielikdihood often
a similar Eyejg or Breach;

System Agency DataUse AgreementV.R.3 HIPAA OmnibusCompliaetApril 1,2015
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SystemAgencyContract No.HHSREV100000889

k. Identify, describe or estimateofthe Persons. Workforce. Subcontractor. Qr individuals and any
law enforcement that may be involved in the Event or Breach:

1. A reasonable schedule for Cortrsctor to r«ndde reguto
for response to the Bjepl or Bjejfib. but no lem than every three (3) businen days or as oth^
directed by System Agency, including information about risk estimations, reporting, notification,
ifany, mitigation, corrective action, root cause analysis and when such activities are expected to
be completed; and

m. Any reasonably available, pertinent information, documents orreports related toanEvent or
Brash,that System Agency requests following PJscjDyery..

Section 4.tl Investigation, Response and Mitigation. For A-F below: 45CFR 164.308,310
and312} 164.330

(A) Contractor will manediatoly conduct a full and complete investigation, respond to the
Event orBaeaeh eotnmtt neee—ny unA .ry^pri-, „.<r-~l —^. ♦„ ^.-j^:..^^ r^n^
and report asrequired toand by System Agency for iriddent resnonje purposes
of System Agency's compliance with report and notification requircrnents, to the satisfaction of
System Agency.

(B) Contractor will complete or participate in a risk assessment as directed by System
Agency following an Eyejg or Bjasb, and provide the final assessment, corrective actions and
mitigations to SystemAgency forreview andapproval.

(C) Contractor will fully cooperate with System Agency to respond to inquiries and
rjroceedliua by state and federal authorities. Pereons and In^

(D) Contractor will fully cooperate with System Agency's efforts to seek appropriate
injunctive relieforotherwise prevent orcurtail such &Bjt orBjb^
Confidential IrJannatlon. ineludiny complying withreaaonahle omreettve action ormeasures, as
specified by System Agency ina COrrertive Action Plan ifdirected by System Agency under the
Base Comract.

St«tiojs4i^ BreachNotification to Individuals and Renortlnm to Authorities. Tac thn. A
Oman.Cade §521.053} 43 CFR 164.404 (Individuals), 164.406 (Media)} 164.408 (Authorities)

(A) System Agency may direct Contractor to provide BjsacJl notification to indhrfduak
regulators or third-parties, as specified bv System Agency following a Breach.

(B) Contractor mustobtain SystemAgency's prior written approval of the time, manner and
content of anynotification to lodjyjdjuajg, regulators or third-parties, or anynotice required by
other state or federal authorities. Notice letters will be in Contractor's name and on Contractor's
letterhead, unless otherwise directed by System Agency, and will contain contact information,
inducting the name and title of Contractor's representative, an email address and a toll-free
telephone number, forthe Individual to obtainadditional information.

(C) Contractor will provide System Agency with copies of distributed and approved
communications.

(D) Contractor will have the burden of demonstrating to the satisfaction of System Agency
tliataro/Mtification requited by System If therearedelays outside of
Contractorscontrol.Contractor will providewrittendocumentation ofdie reasons forthe delay.

SystemAgencyData UseAgreement V.8.3HIPAAOtnmbas Compliant April1,2015
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System Agency ContractNo.HHSREV100000889

(E) If System Agency delegates notice requirements to Contractor, System Agency shall, inthe
time and manner reasonably requested by Contractor, cooperate and assist with Contractor's
information requests inorder to make such notifications and reports.

ARTICLES. SCOPE Or WORK

SjQpjhlofJfojknieBM
behalf of Castractor by itsMSSammtBOior agents for System Agency that are described in detail in the
BaseContract TteS^ngajng*^
this DUA as ifset out word-for-word herein.

ARTICLE 6. General Provisions

Section 6.01 Ownership ofConfidential Information

Contractor acknowledges and agrees that the ^flfhffinl fofffflnjlhin b and will remain the
oroperryofSystemAgency. Contractoragrees itacquires noth^

Section. 6J2 SystemAgencyCommitmentand Obligations

System Agency will not request tint Contractor create, maintain, transmit, use or disclose MI in any
manner that would nor he permiaaihte under annlieahle law ifHone hv Ryatem Ajeney

Section 6M System AgencyRight to Inspection

At anytime uponreasonable iiotice to Contractor, or if System Age
has violated this DUA, System Agency, directly or through its agent, will have the right to inspect the
facilities, systems, booksand records ofContractor to ir^ Forpurposesof
this subsection, System Agency's agent(s) include, without limitation, the System Agency Office of the
Inspector General or the Office of the Attorney General ofTexas, outside consultants or legal counsel or
odmdesignee.

Sectionfcfl4 Term;Termination ofDUA;Survival

This DUA wUl takeeffectwith the BaseCOntnwt, mkIwiU terrnintrte upontermim
Contract and as set forth herein. If the Base Contract is extended or amended, this DUA is updated
autornatiealry concurrent withsuch extensionoramendment.

(A) System Agencymay immediately terminate this DUAandBaseContract upona material
violation ofmis DUA.

(B) Termination or Expiration of this DUA will not relieveContractor of its obligation to
return or Qej&oy. die Confidential jnfgrmitl<an as set forth in dtis DUA and to continue to safeguard the
Confidential Information until such time as determined bv System Agency.

(D) If System Agencydetermines thatContractor hasviolated a material termof this DUA;
System Agencymay in its solediscretion:

1. Exerciseany of its rights includingbut not lim^
this DUA or the Base Contract; or

2. Require Contractor to submit to a corrective action plan, including a plan for monitoring
andplan for reporting, asSystemAgency maydetermine necessary to maintain compliance with
this DUA; or

System Agency Data Use Agreement V.8J HIPAA Omnibus Compliant April 1,2015
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3. Provide Contractor with a reasonable period to cure the violation as determined by
System Agency; or

4. Terminate the DUA and Base Contract immediately, and seek relief in a court of
competent jurisdiction in Travis County, Texas.

Before exercising anyof these options, System Agency will provide written notice toContractor
describing the violationandthe actionit taterab to take.

(E) If neither termination nor cure is feasible, System Agency shall report the violation to the

(F) The duties of Contractor or its Subcontractor under this DUA survive the expiration or
tenrdnatioo of this DUA until all the Confidential Information is BaHQved. or returned to System
Agency,as required by this DUA.

Section tLBS Governing Low,Venue andLitigation

(A) The vaUdity, construction andjjetfbrman
Parties to this DUAwill begoverned by andconstrued in accordance withthe laws ofthe StateofTexas.

(B) The Parties agree thatthe courts ofTravis County, Texas,will be theexclusive venue for
any litigation, special proceeding orother ptweedtagasbetween the partia
out of;orm connection win\ orby reason ofthis DUA.

faflmftftfi InjunctiveRelief

(A) Contractoracknowledges andagrees that SystemAgencymaysufferirreparable injury if
Contractor or its Subcontractor fails to comply with any of the terms of this DUA with respect to the
Cpa^dc^ritofCTmttiOT or a provision ofHJEAA orotherlawsorregulations applicable to Confidential
fafanriaijon-

(B) Contractor further agrees that monetary damages may be inadequate to compensate
gyatem Agenny for Cnwtraetoi«a or tta ftihnowtraetoA failure to eompiy Accordingly, Contractor agrees
that System Agency will, in additionto any ouw remedies available to it ai lawor meqdty.b^
seekinjunctive reliefwithout posting a bondandwithout the necessity ofdemonstrating actual damages,
to enforce the terms ofthis DUA.

fjccjfeajyg Indemnification

To theextentpermitted by law,Contractor wiUindeninify, defendant
its respective Executive Commissioner, employees, Suhttoraractora. agents excluding other state agencies
acting on behalfof System Agency) or other members of itsWorkforce (each of the foregoing hereinafter
referred to as "Indemnified Party") against aU actual and dmxt losses su^
all liability to third parties arising from or in connection withanybreach of tinsDUAor from anyacts or
emissions related to thisDUAby Contractor or to envloye^
othermembers ofitsWorkforce. The dutyto indenmify, defend and toldharndessisindeptrndentoftheduty
to insure andcontinues to appry even m the event insurarice coverage in the DUA orBase
Contract is denied, orcovenge rights are reserved bya^ Upon demand, Contractor will
ramburse System Agency for any and all losses, liabilities, lost profits, fines, penalties, costs or expenses
(including reasonable attorneys'fees) whichmay fw anyreasra
reason ofany suit,claim, action, proceeding or detnand by aiwt
resulta fromthe COntoactor's To die extern permitted

System AgencyData UseAgreementV.8J HIPAA OmnibusCompliant April 1,2015
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by law, Contractor's obligation to defend, indemnify and hold harmless any Indemnified Party will survive
theexpiration orterminationofdas DUA

Setfloatsing Insurance

(A) Contractor represents and warrants that it maintains either self-insurance or commercial
insurancewith policy limits sufficient to cover any liability arising from any acts or omissions by
Contractor orits enpicyees, directors, officers, S^^
under thisDUA Contractor warrants tint SystemAgencywiU be a loss payee andbe^
claims..

(B) Contractor will provide System Agency with written proof that required insurance
coverage is in effect,at the request ofSystemAgency.

frtttiOfffrrP FeesandCests

Except as otherwise specified in this DUA or the Base Contract, including but not limned to
requirements to insureor indernm^SystemAgency, ifany legal
enforceroent of this DUA, or because of an alleged dispute, contract violation, EyejQL. Breach, default,
rmsiepresentation, or injunctive action
beartheir own legal expenses anddieothercostincurred to tr^

Section alio Entirety ofthe Centred

This Data Use Agreement is incorporated by reference intou^
BaseCoatraot, coaatkutes dw entire agreement between the parties. No change, waiver, or discharge of
obUgations arising under those docurnents will be valid unless in writing and executed by theparty against
whom suchchange, waiver, ordsschargete sought lobeertforc

Section &I1 AutomaticAmendmentend Interpretation

Upon the effectivedateofany arnsadment or issuance ofadditional regulations to HJ£A^, or any
other law applicable to r^^M fjjjffllifn"- this DUA will automatically be amended so that die
obligations inmosed on SystemAgencyor Contractor remain in ewnpfance with suchrequirements. Any
ambiguity indasDUAwillberesolved m&vorof ameaning that penn^
comply with tQEAA or any other law applicable to ^fKkrtlnl MmikliifiC,

System Agency Data Use Agreement V.8.3 HIPAA Omnibus Compliant April 1,2015
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ATTACHMENT 1. SUBCONTRACTOR AGREEMENT FORM

System Agency CONTRACT NUMBER HHSREV1SO00O8S9

The DUAbetween System Agency and Contractor establuhes thepermitted and reemired uses and
disclosures ofCrftnfjdentijl tofinTPation, by Contractor.

Contractor has subcontracted with

VCtOR which areiperformance ofduties onbehalfofCONTACTOR which are subject to theDUA SUBContractor
acknowledges, understands arid agrees to be bound by tte^
Contractor under theDUA,incorporated by referent
(?mfidjntijl IrArmation. Contractor and SUBContractor agree that System Ageney »a athhAparry
beneficiaryto applicable provisions ofdw subcontract.

System Agencyhastherightbutnot theobligation to review orapprove me termsajidcori^
subcontract by virtueofthis Subcontractor AgreementForm.

Contractor andSUBCOntractor assure System Agencythat anvBreach or Eventasdefinedby theDUA
that SUBCOrjtractorPJafipyejiwiU
content reached by the DUA.

If Contractor knowsorshouldhaveknownin the exercise ofreasonable diligence ofa pattern ofactivity
or practiceby SUBContractor that^institutes a niaterial breach ot violationofthe DUA or the
SUBCcntractoriobligations Contractor will:

1. Take reasonable steps to curethe violationor endthe violation, as applicable;
2. If the stepsareunsuccessful, terminate the contract orarrangemcmwl

feasible;
3. Notify SystemAgency imnwdiately uponreascmibly discovery oftbe pattern ofactivity or

practice ofSUBContractor thatconstitutes a material breach orvtolatioa ofthe DUAandkeep
System Agency reasonably andregularly informedabow ste^
end the violationor terminate SUBCONTACTOR'scontract or arrangement.

This Snbeeatraetor Agreement Form is executed by the parties in their capacities indicated below.

CONTRACTOR SUBCONTRACTOR

BY:

Name:

title:

DATE ^m^.

BY:

NAME:.

Title:.

Date:

. (SUBContractor) for

System Agency Data UseAgreementV.8.3 HIPAAOmnibus Compliant April 1,2015
Attachment I
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TEXAS
Ht*am and Human
Services#

HHS Enterprise Data Use Agreement • Attachment 2
SECURITY AND PRIVACY INITIAL INQUIRY (SPI)

Ifyou are a bidder for a newprocurement/contract, inorderto participate inthe bidding process, youmusthavecorrected any"No1
responses in sections Band Cprior to the contract award date. Ifyou are an applicantfor an open enrollment,you must have
correctedany"No" answersinSections 6 and Cbelow priorto performing anywork on behalfof anyHHS agency. For existing contracts
or renewals with"No" responses, there mustbe an action planfor remediation ofSection Band Cwithin 30 calendar days for HIPAA

form is signed for all non-HIPAA

1. Doesthe applicant/bidder access,create, disclose, receive, transmit, maintain,or store HHS
Confidential Information in electronic systems (e.g., laptop, personal use computer, mobile
device, database, server, etc.)? IF NO, STOP. THE SPI FORM IS NOT REQUIRED.

tjYes
ON0

2. Entityor Applicarrt/Uckierl^al Name Legal Name: Sab', ne Coatrlf Clerk
Legal Entity Tax Identification Number /IS*
(TIN) (Last FourNumbers Only):

Procurement/Contract#:

Address: PO &>* S*<> /**° /**"1 S'h
City: /4/MfA)»/ State: 7J. ZIP: 7*99*
Telephone #: <f(fl-*)?*> - 3*?&,
Email Address: s*4,'*<z ^c (*>¥*hdO> com

3. Number ofEmployees, atall locations, in Applicant
Bidder's Workforce

"Workforce" means allemployees, volunteers, trainees, and
other Persons whose conduct Is under the direct control of

Applicant/Bidder, whetheror not theyare paidbyApplicant/
Bidder. IfApplicant/Bidder isa sole proprietor, the workforce
may be only one employee.

Total Employees: £

4. Number of Subcontractors

(ifApplicant/Bidder will not use subcontractors,enter "0")
Total Subcontractors: £>

5. Name of Information Technc>lc^ Security Official
and Name of Privacy Official for Applicant/Bidder
(Privacy and Security Official may be the same person.)

A. Security Official: *

Legal Name: XdM .'*« Mcfy>*i**
Address: f.t, &o%S*<>
City: tf«mpA; // State: 7*' ZIP: $*~W
Telephone #: M-d -W- 3^H
Email Address: s*&r'r\fe,&C G&'Sfc hoto»*olto

B. Privacy Official:

Legal Name: T^nlce rMc^^e/
Address: P.t) * &oyc£8&
Citr-tk*/&0 State: 7>f m.QSW*
Telephone #: ¥&}- *??>~39S£
Email Address: 4«&f4e<c c<&bymJjeo^ro/n.

CISO-001-NDQ (11/16) (V2.0)
HHS Enterprise Data UseAgreement, Attachment 2:

SECURITY ANDPRIVACY INITIAL INQUIRY (SPI)



6. Type(s) of HHS Confidential Information the Entity or
Applicant/Bidder will create, receive, maintain, use,
disclose or have access to: (Check all that apply)
• HealthInsurance Portabilityand AccountabilityAct (HIPAA) data
• CriminalJustice Information Services (CltS) data
• InternalRevenueServiceFederal TaxInformation (IRS FTI) data
• Centers for Medicare & Medicaid Services (CMS)
• SocialSecurityAdministration (SSA)
• Personally laenmobk Information (Pil)

HIPAA

D
CMS

D
IRS FTI

•
CMS

D
SSA

D
Pll

D
Other (Please List)

fteti-M &**>*' c*ie*

7.Nurnber of Storage Devkei for HHSOmfMential Infonrtatlon (as defined In the HHS Data
Lhe Agreement (DUA))
Ooud Services involveusinga networkof remote servers hosted on the Internet to store, manage, and
process data, rather than a local server or a personal computer.

A DataCenter is a centralized repository, either physicalor virtual, for the storage, management, and
disserninationofdata and information organised around a particular body of knowledge or pertainingto
a particular business.

Total #

(Sum a-d)

0

a. Devices. Number of personal user computers, devices or drives, including mobile
devices and mobile drives. ts

b. Servers. Number of Servers that are not in a data center or using Cloud Services. o

c. Cloud Services. Number of Cloud Services in use. o

d. Data Centers. Number of Data Centers in use. c

8. Mimterfut^^
haiteaiHriSCanlMa^^

Select

Option

a. 499 individuals or less

b. 500 to 999 individuals

c. 1,000 to 99,999 individuals
d. 100,000 individuals or more

#a.
O b.
Oc.
Od.

9. HIPAA BusJnessAss<>date Agreement Yes or No

a. Will Applicant/Bidder use, disclose, create, receive, transmit or maintain protected
health information on behalf of a HIPAA-covered HHS agency for a HIPAA-covered
function?

*£Yes
ONo

b. Does Applicant/Bidder havea Privacy Notice prominently displayed on a Webpage or a
Public Office of Applicant/Bidder's business open to or that serves the public? (This is a
HIPAA requirement Answer "No" if not applicable, suchas foragencies not covered by HIPAA.)

£Yes
ONo

"0" to Question 4 (indicating no
cate"N/A."

Yes or No

subcontractors), check "No" for both 'a.' and 'b.' to irtdi

a. Does Applicant/Bidder require subcontractors to executethe DUA Attachment 1
Subcontractor Agreement Form?

OYes
#No

b. Will Applicant/Bidder obtain written approval from an HHS agency before entering into
any agreements with subcontractors to handle HHS Confidential Information on behalf
of Applicant/Bidder?

0Yes
#No

CISO-001-NDQ (11/16) (V2.0)
HHS Enterprise Data UseAgreement, Attachment 2:

SECURITY AND PRIVACY INITIAL INQUIRY (SPI)
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11. DoesApplicant/Bidderhave any Optional Insurance currently in place?
Optional Insurance provides coverage for (1)Network Security and Privacy; (2)DataBreach; (3)Cyber
Liability (lostdata, lost use or delay/suspensionInbusiness,denial ofservicewithe-business,the Internet,
networks and informational assets, such as privacy,intellectual property, virus transmission, extortion,

sabotage orweb activities); (4)Electronic Media Liability; (5)Crime/Theft; (6)Advertising Injury and Personal
Injury Liability; and (7)Crisis Management and Notification ExpenseCoverage.

red "niacin ActidttHanfo^mplian^
the question. Thetimeline forcompliance with HIPAA related rtems% 30calendar
tsdO catererdays. ,-fj /:fU -". ,- - '- -~

j^ocedures^i&eisApp1ica£^j||er:havecurrent writter^privacyjand
"prQcedui^tr^taiamu^rJniHrit" /

a. Does Applicant/Bidder have current written privacyand security policiesand
procedures that identify Authorized Users and Authorized Purposes (asdefined inthe
DUA) relating to creation, receipt, maintenance, use, disclosure, accessor transmission
of HHS Confidential Information?

Action Plan for Compliance with a Timeline:

b. Does Applicant/Bidder havecurrent written privacy and security policies and
procedures that require Applicant/Bidder and itsWorkforce to comply with the
applicable provisions of HIPAA andother laws referenced inthe DUA, relating
to creation,receipt, maintenance, use, disclosure, access or transmission of
HHS Confidential Information on behalf ofan HHS agency?
Action Plan for Compliance with a Timeline:

c Does Applicant/Bidder have current written privacy andsecurity policies and procedures
that limit use or disclosure of HHS Confidential Information to the minimum that is
necessaryto fulfill the Authorized Purposes?

Arflon Plan for Compliance witha Timeline:

Does Applicant/Bidder have current written privacy andsecurity policies and
procedures thatrespond toanactual orsuspected breach ofHHS Confidential
Information, to include at a minimum (if any responses are "No" check "No" for
all three):
i. Immediatebreach notification to the HHS agency, regulatory authorities,and

other required Individuals orAuthorities, in accordance with Article 4ofthe DUA;
il. Following a documented breach response plan, in accordance with the DUA

and applicable law; &
Hi. Notifying Individuals and Reporting Authorities whose HHS Confidential

Information has been breached, as directed by the HHS agency?

CISO-001-NDQ (11/16) (V2.0)
HHS Enterprise DataUse Agreement, Attachment 2:

SECURITY ANDPRIVACY INITIAL INQUIRY (SPI)
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Yes or No

• Yes

ONo

Compliance Date:

• Yes
QNo

Compliance Date:

^Yes

On°

Compliance Date:

Yes

No

Page 3 of 17
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Action Plan for Compliance with a Timeline: Comoliance Date:

e. Does Applicant/Bidder have current written privacyand security policies and procedures
that conduct annual workforce training and monitoring for and correction of any training
delinquencies?

• Yes

ONo

Action Plan for Compliance with a Timeline: Comoliance Date:

f. DoesApplicant/Bidderhave current written privacy and security policies and
procedures that permit or deny individual rightsof access, and amendment
or correction, when appropriate?

• Yes
ONo

Action Plan for Compliance with a Timeline: Comoliance Date:

g. Does Applicant/Bidder have currentwritten privacy and securitypolicies and procedures
that permit onlyAuthorized Users with up-to-date privacy and securitytraining, and
with a reasonable and demonstrable need to use, disclose, create, receive, maintain,
access or transmit the HHS Confidential Information, to carry out an obligation under
the DUA for an Authorized Purpose, unless otherwise approved in writing by an HHS
agency?

• Yes
0 No

Action Plan for Compliance with a Timeline: Comoliance Date:

h. Does Applicant/Bidder havecurrent written privacy andsecurity policies and procedures
that establish, implement and maintain proof of appropriate sanctions againstany
Workforce or Subcontractorswho fail to comply with an Authorized Purpose or who is
not an Authorized User, and used or disclosed HHS Confidential Information inviolation
of the DUA, the BaseContract or applicable law?

• Yes
O No

Action Plan for Comollance with a Timeline: Comoliance Date:

1. Does Applicant/Bidder have current written privacy and security policies and
procedures thatrequire updates to policies, procedures and plans following major
changes with use or disclosure of HHS Confidential Information within 60 days of
identification of a need for update?

• Yes

o No

Action Planfor Comoliance with a"pmeljne: Compliance Date:

..,..___ — ——

CISO-001-NDQ (11/16) (V2.0)
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j. DoesApplicant/Bidderhave current written privacy and security policies and
procedures that restrict permissions or attempts to re-identify or further identify
de-identified HHS Confidential Information, or attempt to contact any Individuals whose
records are contained in the HHS Confidential Information, except for an Authorized
Purpose, without express written authorization from an HHS agency or as expressly
permitted by the Base Contract?

• Yes
0 No

Action Plan for Comoliance with a Timeline: Compliance Date:

k. If Applicant/Bidder intends to use, disclose, create, maintain, store or transmit HHS
Confidential Informationoutside of the UnitedStates of America,willApplicant/Bidder
obtain the express priorwritten permission from the HHS agency and comply with the
HHS agencyconditions for safeguarding offshore HHS Confidential Information?

• Yes
O No

Action Plan for Comoliance with a Timeline: Compliance Date:

I. DoesApplicant/Bidder have current written privacy and security policies and procedures
that require cooperation with HHS agencies' or federal regulatory inspections, auditsor
investigations related to compliance with the DUA or applicable law?

• Yes
0 No

Action Plan for Comoliance with a Timeline: Compliance, Date;

m. Does Applicant/Bidder havecurrent written privacy andsecurity policies and
procedures that require appropriate standards and methods to destroy ordispose of
HHS Confidential Information?

• Yes
0 No

Action Plan for Comoliance with a Timeline: Compliance Date:

n. Does Applicant/Bidder have current written privacy and security policies and procedures
that prohibit disclosure of Applicant/Bidder's work product done onbehalf of HHS
pursuant tothe DUA, orto publish HHS Confidential Information without express prior
approval of the HHS agency?

• Yes
0 No

Action Plan for Comoliance with a Timeline: Compliance Date:

2. Does Applicant/Bidder have acurrent Workforce training program?
Training ofWorkforce must occur atleast once every year, and within 30days ofdate ofhiring anew
Workforce memberwhowill handle HHS Confidential information. Training must Include: (1) privacy and
security policies, procedures, plans and applicable requirements for handling HHS Confidential Information, (2)
arequirement tocomplete training before access is given toHHS Confidential Information, and (3) written
proofoftraining and aprocedure for monitoring timely completion oftraining.

• Yes

0 No

CISO-001-NDQ (11/16) (V2.0)
HHS Enterprise Data UseAgreement, Attachment2:
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Action Plan for Comoliance with a Timeline: Comoliance Date:

3. DoesApplicant/Bidder have Privacy Safeguards to protect HHS Confidential Information in
oral, paperand/or electronic form?

"Privacy Safeguards"means protection of HHS Confidential Information by establishing, implementing and
maintaining required Administrative, Physical and Technical policies, procedures, processes and controls,
required by the DUA, HIPAA (45 CFR 164.530), Social SecurityAdministration, Medicaid and laws,rulesor
regulations, as applicable. Administrativesafeguards includeadministrative protections, policies and
procedures for matters such astraining, provision of access,termination, and reviewof safeguards, incident
management,disaster recoveryplans, and contractprovisions. Technical safeguards Include technical
protections, policies and procedures, such as passwords, logging, emergencies, how paper is faxed or mailed,
and electronic protections such as encryption of data. Physical safeguards include physical protections, policies
and procedures, suchas locks, keys, physical access, physical storageandtrash.

• Yes

0 No

Action Plan for Comoliance with a Timeline: Comoliance Date:

4. Does Applicant/Bidder and all subcontractors (ifapplicable) maintain a current list of
Authorized Users who have access to HHS Confidential Information, whether oral, written
or electronic?

• Yes
0 No

Action Plan for Comoliance with a Timeline: Compliance Date:

5. Does Applicant/Bidder and all subcontractors (if applicable) monitor for and remove
terminated employees orthose no longer authorized to handle HHS Confidential
Information from the list of Authorized Users?

• Yes
0 No

Action Plan for Compliance with a Timeline: Comoliance Date:

CISO-001-NDQ(11/16)(V2.0)
HHS Enterprise Data UseAgreement,Attachment2:
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llfcTaliilfitlp^^ DOES NOT store, access, or
tr|WOTilN^^ Irrrbrmation In electronic systems (e.g., laptop, personal use
c#l|ip^ dtrtabase, server, etc) select the boxto the rightand "YES" will
be entered tor allquestions Inthis section.

No Electronic

Systems

•
Forany questions Answered "No", an Action Plan for Compliance with a timeline must be documented in the
designated area belowthe question. The timeline forcompliance with HIPAA related items is 30 calendar days,
Pll related Items is 90 calendar days.

1. Does the Applicant/Bidder ensure that services which access, create, disclose, receive,
transmit, maintain, or store HHS Confidential Information are maintained IN the United
States (no offshoring) unless ALL of the following requirements are met?

a. The data is encrypted with FIPS140-2 compliant encryption
b. The offshore providerdoes not have access to the encryption keys
c. The Applicant/Bidder maintainsthe encryption key within the United States
d. The Application/Bidder has obtained the express prior written permission of the

HHSagency

For moreInformation regarding FIPS 140-2encryption products, pleasereferto:
*irte.//£i«r.n^<NW^^^

• Yes
O No

Action Plan for Comoliance with a Timeline: Comoliance Date:

2. Does Applicant/Bidder utilize an IT security-knowledgeable person orcompany to maintain
or overseethe configurations of Applicant/Bidder's computing systemsanddevices?

• Yes
O No

Action Plan for Comoliance with a Timeline: Comoliance Date:

3. Does Applicant/Bidder monitor and manage access to HHS Confidential Information (e.g., a
formal process exists for granting access and validating the need for users to access HHS
Confidential Information, and access is limitedto Authorized Users)?

• Yes

O No

Action Plan for ComoHanee with a Timeline: ComDlianceDate:

4. Does Applicant/Bidder a) have a system for changing default passwords, b) require user
password changes at least every 90 calendar days, and c) prohibit the creation of weak
passwords (e.g., require a minimum of 8 characters with a combination of uppercase,
lowercase, special characters, and numerals, where possible) for all computer systems that
access or store HHS Confidential Information.

Ifyes, upon request mustprovide evidence such asascreen shotorasystem report.

• Yes

O No

Ar+lon Wan for Comoliance with a Timeline: ComolianceDate:

CISO-001-NDQ (11/16) (V2.0)
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5. Does each member of Applicant/Bidder's Workforce who will use, disclose, create, receive,
transmit or maintain HHS Confidential Information have a unique user name (account) and
private password?

Action Plan for Comoliance with a Timeline:

6. DoesApplicant/Bidder lock the passwordafter a certain number of failed attempts and
after 15 minutes of user inactivity in all computing devices that accessor store HHS
Confidential Information?

Action Plan for Compliance with a Timeline:

7. Does Applicant/Bidder secure, manage andencryptremote access (including wireless
access) to computersystemscontaining HHS Confidential Information? (e.g., a formal
process exists for granting access andvalidating the need for users to remotely access HHS
Confidential Information, and remote access is limited to Authorized Users).

Encryption Is requiredfor all HHS Confidential Information. Additionally, FIPS 140-2 compliant encryption isrequired for
Health Insurance Portability andAccountabilityAct(HIPAA) data,CrimlnalJustice Information Services (OB)data,Internal
Revenue Service Federal Tax Information (IRS FTI) data, andCenters forMedicare &Medicaid Services (CMS) data.

For more Information regarding FIPS 140-2 encryption products, please refer to:
ftlfriyaffiiffWiBTYfls^^

Action Plan for Compliance with a Timeline:

8. Does Applicant/Bidder implement computer security configurations orsettings for all
computers and systems thataccess orstore HHS Confidential Information? (e.g.,
non-essential features or serviceshave been removed or disabled to reduce the
threatof breach andto limitexploitation Opportunities for hackers or intruders, etc.)

Action Plan for Comoliance with a Timeline:

9. Does Applicant/Bidder secure physical access to computer, paper, orother systems
containing HHS Confidential Information from unauthorized personnel and theft (e.g., door
locks, cable locks, laptops are stored in the trunk of the car instead of the passenger area,
etc.)?

Action Plan for Compliance with a Timeline:

CISO-001-NDQ (11/16)(V2.0)
HHS Enterprise Data UseAgreement,Attachment 2:

SECURITY AND PRIVACY INITIAL INQUIRY (SPI)

• Yes

O No

Comoliance Date:

• Yes
O No

Compliancy p^e:

• Yes
O No

Compliance Date:

• Yes

O No

Compliance Date:

• Yes

O NO

Compliance Date:
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10. Does Applicant/Bidder use encryption products to protect HHS Confidential Information
that is transmitted over a public network (e.g., the Internet WiFi, etc.).

If yes, upon request must provide evidence such as a screen shot or a system report.
Encryption Isrequiredfor allHHS Confidential Information. Additionally, WPS140-2compliant encryption isrequiredfor
Health Insurance Portability andAccountability Act(HIPAA) data, CriminalJustice Information Services (CJ&) data, Internal
Revenue Service Federal TaxInformation (IRS FTI) data, and Centersfor Medicare &MedicaidServices (CMS) data.

for moreinformation regarding FIPS 140-2 encryption products, please referto:
httnJ/arcj^aau/onuasmM/emva/a^^

• Yes
ONo

Action Plan for Compliance with a Timeline: Comoliance Date:

11. Does Applicant/Bidder use encryption products to protect HHS Confidential Information
stored on end user devices (e.g., laptops, USBs, tablets, smartphones, external hard drives,
desktops, etc.)?
Ifyes, upon request must provide evidence suchas a screenshot ora system report

Encryption isrequiredforallHHS Confidential Information. Additionally, FIPS 140-2 compliant encryption isrequiredfor
Health Insurance Portability andAccountabilityAct (HIPAA) data, CriminalJustice Information Services (OB) data, Internal
Revenue Service Federal Tax Information (IRS FTI) data, andCentersforMedicare &Medicaid Services (CMS) data.

For more Information regarding FIPS 140-2 encryption products, please refer to:
hn^J/c^nM.o^/oroiwsmM/amo/aocume^

• Yes
ONo

Action Plan for Compliance with a Timeline: Compliance Pate:

12. Does Applicant/Bidder require Workforce members to formally acknowledge rules
outlining theirresponsibilities forprotecting HHS Confidential Information and associated
systems containing HHS Confidential Information before their access isprovided?

• Yes
O No

Action Plan for Compliance with a Timeline: Comoliance Date:

13.Is Applicant/Bidder willing to perform orsubmit to a criminal background check on
Authorized Users?

• Yes
O No

Action Plan for Comoliance with a Timeline: Comoliance Date:

14. Does Applicant/Bidder prohibit theaccess, creation, disclosure, reception, transmission,
maintenance, andstorage ofHHS Confidential Information with a subcontractor (e.g. cloud
services, social media, etc.) unless HHS has approved thesubcontractor agreement which
must include compliance andliability clauses with the same requirements asthe
Applicant/Bidder?

• Yes
O No

A^ion Plan for Comoliance withaTimeline: Comoliance Date:

CISO-001-NDQ(11/16) (V2.0)
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15. DoesApplicant/Bidderkeep current on security updates/patches (including firmware,
software and applications) for computing systems that use, disclose, access, create,
transmit, maintain or store HHS Confidential Information?

• Yes
O No

Action Plan for Comoliance with a Timeline: Comoliance Date:

16. DoApplicant/Bidder's computing systems that use, disclose, access, create, transmit,
maintain or store HHS Confidential information contain up-to-date anti-malware and
antivirus protection?

• Yes

O No

Action Plan for Comoliance with a Timeline: Comoliance Date:

17. Does the Applicant/Bidder review system security logson computing systems that access
or store HHS Confidential Information for abnormal activity or security concerns on a
regular basis?

• Yes

O No

Action Plan for Comoliance with a Timeline: Comoliance Date:

18. Notwithstanding records retention requirements, does Applicant/Bidder's disposal
processes for HHS Confidential Information ensure that HHS Confidential Information is
destroyed so that it is unreadable or undecipherable?

• Yes

O No

Action Plan for Compliance with a Timeline: Comoliance Date:

1.1 certify thatail of the information provided inthisform istruthful and correct to the bestof myknowledge.
If Ilearn that any suchinformation was not correct, Iagree to notify HHS of this immediately.

&yft<UJ2_s

3. Title

iltthe completed, signed form:

• Email the form asan attachment to the appropriate HHS Contract Manager.

Satrfy Cl&rk
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I/-

Agency(s):
HHSC:Q DADS:[] DFPS:[] DSHS:•

Requesting Departments):

Legal Entity TaxIdentification Number (TIN) (Last fourOnly): PO/Contract(s) #:

-:^HHHIIi''
•

Contract Manager: Contract Manager Email Address: Contract Manager Telephone #:

CISO-001-NDQ (11/16)(V2.0)

The State Of Texas §

County Of Sabine §

I hereby certify that these documents were filed and duly
recorded in the Commissioner Court Minutes of Sabine

County, Texas. _

'.... Volume 3~ O Pagecycy-^
**i

•?*A Janice McDaniel ~ County Clerk

^Deputy H/
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