Contract Number: HHSREV100000889

DEPARTMENT OF STATE HEALTH SERVICES

Contract number HHSREV100000889 (the “Contract”), is entered into by Department of State
Health Services (“DSHS"™) Vital Statistics Section and Sabine County (“Contractor”). DSHS and
Contractor are collectively referred to herein as the “Parties.”

L  Purposs of the Coutract: DSHS agrees to provide access to the DSHS Vital Event
Electronic Registration System for the purpose of issuing individual birth certificates.

. Term of the Contract, This Contract will begin on September 1, 2018, and end on August
31, 2023. - |

1. Anthority. The Parties enter into this Contract under the authority of Texas Health and
Safety Code Chapter 191 and Texas Government Code Chapter 791.

Statement of Work.

A. DSHS agrees to provide on-line computer services in support of Contractor from 7:00
am. to 6:00 p.m. (CST) Monday through Friday, except holidays. In the event of an
emergency or computer application error, DSHS may temporarily suspead services
without advance notice.

B. Contractor may search DSHS databases, locate data, and issue Certifications of Birth to
authorized individuals requesting such data. The certifications will be in a format
formally approved by DSHS. Contractor wili take reasonable efforts to ensure use of the
DSHS Vital Event Electronic Registration System is not abused by its staff. Abuse of
the acoess to confidential information in the DSHS Vital Event Electronic Registration
System may be cause for termination of this Contract in accordance with Section DX.K.

C. Contractor will acquire the necessary data processing equipment, communications,
hardware or software, and purchase “bank note” paper, as specified by DSHS, DSHS
will assist in connection of the equipment, furnish software program and provide
technical assistance, if necessary.

D. Contractor will complete the DSHS Vital Event Electronic Registration System
registration forms as specified by DSHS. Contractor will remain in compliance with any
requirements specified by DSHS for accessing the DSHS Vital Event Electronic
Registration System, Contractor will not be required to pay an additional fee pursuant to
this Subsection.

E. Contractor acknowledges that records may not be located in the searching process
instituted by Contractor, or records which are located may have errors due to:
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1. Normal key-entry errors in speilings;

2. Accidental failure on the part of the DSHS to update a file for an amendment
or paternity determination; and

3. The event year does not exist on the system.

F. Contractor will notify DSHS in writing, at Jeast monthly of errors or suspected errors that
exist on the database information.

G. Contractor is to maintain an inventory control and account for each document produced
on "bank note" paper, including voided documents.

H. Contractor will issue Certificates of Birth utilizing remote access to the DSHS system in
conformance with Health and Safety Code Chapters 191, 192 and 195, as well as 25 Tex.
Admin, Code Chapter 181.

I, The Parties ace required to comply with all applicable state and federal laws relating to
the privacy and confidentiality of this data and records, which includes Texas
Government Code Section 552.115.

J. The Parties will use confidential records and information obtained under this Contract
only for purposes as described in this Contract and as otherwise allowed by law.

Fees.
Contractor agrees to pay DSHS ONE DOLLAR AND EIGHTY-THREE CENTS (§1.83) for each

Certification of Vital Record printed as a result of searches of the database. Contractor
agrees to charge the same base search fee for a birth certificate as DSHS. Additional fees
may only be charged as authorized by Texas Health and Safety Code Chapter 191 and 25
Tex. Admin, Code Chapter 181.

Billing.

A. DSHS will send an itemized billing to Contractor on a monthly basis for each
Certification of Birth printed. This billing will be sent through the U.S. Postal
Service to the Contractor at:

Name: Sabine County Clerk

Address: P.O Box 580
Hemphill, TX 75948

B. Contractor will direct any billing inquiries either by phone to 512-776-7206 or email

[ Ate. D
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Contract Number: HHSREV100000889

VIL. Pavment Method.

A. Contractor will remit payment to DSHS within thirty days after a billing is received
by them. Payment by the Contractor will be considered made on the date
postmarked.

B. Contractor will send payments to DSHS at:
Texas Department of State Health Services
Cash Receipts Branch MC 2096
P.O. Box 149347
Austin, TX 78714-9347
C. Contractor will make payment to DSHS out of its current revenues.

VIII. Represemtatives, The following will act as the Representative authorized to administer
activities under this Contract on behalf of their respective Party.

Sabine County Clerk's Office DSHS
Sabine County Texas Department of State Health Services
Sabine County Clerk's Office Contract Management Section
Attn; Janice McDaniel Attn: Tina Walker

. Mail Code 1990
P.O. Box 580 P.O. Box 149347
Hemphill, TX 75948 Austin, TX 78714-9347

Phone; (512) 776-2732

Phone: (409) 7873786 Email: Tina.walker@dshs.texas.gov
Email: sabineco@yahoo.com

IX.

General Terms and Conditions.

A. Gouverplng Law, Regarding all issues related to this Contract’s formation, performance,
: andmyissuesthatmnymsemanydlswtebetweenthepunes,thz
Contract will be governed by and construed in accordance with the laws of the State of

Texas.

B. Amendment. This Contract may be modified by written amendment signed by the
Parties.

C. Confidentiality.
The Parties are required to comply with all applicable state and federal laws relating to
the privacy and confidentiality of records that contain Personal Identifying Information
(PII) or Personally Sensitive Information (PSI) or other information or records made
confidential by law, including Tex. Bus, & Comm. Code Section 521.002. The attached
Data Use Agreement (Attachment A) applies to this Contract.
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E.

F.

jon. This Contract concerns personal

ldcutlfyins inbnnlhon. Bxcept as prohibitcd other law, Contractor and DSHS may
exchange PII without consent, in accordance with Chapter 191 of the Health and Safety
Code.

DSHS will rctnm records in accordance with DSHS Stal:e of Texas

Department Rules and other applicable state and fideral statutes and regulations
governing medical, mental health, and substance abuse information.

Ssverability, If any provision of this Contract is construed to be illegal or invalid, the
illegal or invalid provision will be deemed stricken and deleted to the same extent and
effect ag if never incorporated, but all other provisions will continue.

G. Notice. Any notice required or permitied to be given under this Contract will be in

writing and sent to the respective Party’s Representative in Section VIII, Notice will be
deemed to have been received by a Party on the third business day after the date on which
it was mailed to the Party at the address specified in writing by the Party to the other
Party, or, if sent by certified mail, on the date of receipt.

H. Walver, Acceptance by either Party of partial performance or fatlure to complain of any

action, non-action or default under this Contract will not constitute a waiver of either
Party’s rights under the Contract.

1. Assispment. Neither DSHS nor Contractor will transfer, assign, or sell its interest, in

K

whole or in part, in this Contract without prior written consent by both Parties.

: In the event of an emergoncy or
inform:non icchnciogy nywcm failura, DSHS may temporarily suspend services without
advance notice. Use of services for purposes inconsistent with applicable law may also
result in a suspension of services.

1. Convenlence. This Contract may be terminated by mutual agreement of the Parties.
Either Party may terminate this Contract without cause by giving 30 days written
notice of its intent to terminate to the non-terminating Party.

2. Cause. This Contract may be terminated for cause by either Party for breach or-
failure to perform an essential requirement of the Contract. Use of services for
purposes inconsistent with applicable law may be cause for Contract termination.

3. Notice of Termination. Written notice may be sent by any method that provides
verification of receipt, which will be calculated from the date of receipt by the non-
terminating Party’s Representative provided in Section VIIL.
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Contract Number: HHSREV 100000889

4. Equitable Settlement. At the end of the Term of this Contract or termination as
provided for in this Section, the Parties will equitably settle their respective accrued
interests or obligations incurred prior to termination.

By signing below, the Parties agree that this Contract constitutes the entire legal and binding
agreement between them. The Parties acknowledge that they have read the Contract and agree to
its terms, and that the persons whoss signatures appear below have the authority to execute this
Contract on behalf of their respective Party.

DEPARTMENT OF STATE HEALTH SERVICES SABINE COUNTY

(Vanda Hed) . o Dﬁwﬂ [T

2

Manda Hall, M.D. Daryl Melton

Associate Commissioner County Judge

Department of State Health Services Sabine County
#/20]/% C/ e

Ddte’ ' Date VA4

THE FOLLOWING ATTACHMENTS ARE ATTACHED AND INCORPORATED AS PART OF THE
CONTRACT HHSREV100000889:

ATTACHMENT A- DATA USE AGREEMENT

VSS Remote Birth Access
Puge$

o O pado™




ATTACHMENT A ~DATA USE AGREEMENT

DATA USE AGREEMENT
BETWEEN THE
TEXAS HEALTH AND HUMAN SERVICES ENTERPRISE
AND
SABINE COUNTY (“CONTRACTOR”)

This Data Use Agreement (“DUA”) is incorporated into System Agency Contract No.
HHSREV100000889 (the “Base Coniract”) between the Texas Department of State Health Services
(“System Agency”) and Ssbine County (“Contractor”).

ARTICLE 1.PURPOSE; APPLICABILITY; ORDER OF PRECEDENCE

ATTACHMENT 1. The purpose of this DUA is to facilitate creation, receipt, maintenance,
use, disclosure or access to Confidential Information with Contractor, and describe
Contractor's rights and obligations with respect to the Confidential Information and
the limited purposes for which the Contractor may create, receive, maintain, use, disclose or
have accoss to- Confidential Information. 45 CFR 164.504(e)(1)-(3). This DUA also
describes Syatem Agency’s roemedies in the event of Contractor’s noncompliance with
its obligations under this DUA. This DUA applies to both Business Associates and contractors who

not Business Associains who create, receive, maintain, use, disclose or have acceas to_Confidential
MdeSﬂmAwy,hsm«dm-demumem

As of the Effective Date of the Coniract, if any provision of the Base Contract, including any General
Provisions or Uniform Terms and Conditions, conflicts with this DUA, this DUA controls.

ARTICLE 2. DEFINITIONS

For the purposes of this DUA, eapitalized, underlined terms have the meanings set forth in the
folowing: Health Insurance Portability and Accountability Act of 1996, Public Law 104-191 (42 USC.
§1320d, et seg.) and regulations thereunder in 45 CFR Purts 160 and 164, including all amendments,
regulations and guidance issued thereafler; The Social Security Act, including Section 1137 (42 US.C.
§8 1320b-7), Title XVI of the Act; The Privacy Act of 1974, as amended by the Computer Matching and
Privacy Protection Act of 1988, 5 U.S.C. § 552a and regulations and guidance thereunder; Internal Revenue:
Code, Title 26 of thé United States Code and regulations and publications adopted under that code, including
IRS Publicstion 1075; OMB Memorandum 07-18; Texas Business and Commerce Code Ch. 521; Texas
Government Code, Ch. 552, and Texas Government Code §2054.1125. In addition, the following terms in
this DUA are defined as follows:

“Autharized Purpose™ means the specific purpose or purposes described in the Scope of Wotk of
the Base Contract for Contractor to fulfill its obligations under the Base Contract, or any other purpose
expressly authorized by System Agency in writing in advance.

“Amuthorized User” means a Pemson:
Q) Who is authorized to create, receive, maintain, have access to, process, view, handle,
examine, interpret, or analyze Confidential Information pursuant to this DUA;

(2)  For whom Contractor warrants and represents has a demonstrable need to create, receive,
maintain, use, disclose or have access to the Confidential Information: and

System Agency Data Use AgmemmtVB.J HIPAA Omnibus Compliant April 1, 2015
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System Agency Contract No. HHSREV100000889

3) Whohunpudinwriﬂngtobeboundbytheduclomreandmehmummpermmngto
the Confidential Information ss required by this DUA.

“Confidential Information” means any communication or record (whether oral, written,
dmnym«nunhu,oriuwothaﬁrm)pmﬂdedmormuvailabletocommorﬂm
Commormymﬂqmdvgmmﬁmmdiadonmhnwmwmbdalfofsmwy that
consists of or includes any or all o the following:

(1) Client Information;

@) Emd_ﬂnlﬂl_h&mnm in any f°m\ incllldml without limitation, Electronic

3) Mmm.h&mndoﬁmdbyTemBmiwdeomemCodeCltsm

(4  Fedeal Tax Information;

%)

6
information;

(7) Al privileged work product;

(8)  All information designated as confidential under the constitution and laws of the State of
Texas and of the United States, including the Texas Health & Safety Code and the Texas Public
lnfonmﬁonAd,TexasGovmlCode,Chaptussz

" of the Individual, as defined by Texas law, including as

peovided in 45 CFR 435.923 O(eduaid); 45 CFR 164.502(g)(1) (HIPAAY; Tex. Occ. Code § 151.002(6);
Tex. H. & S. Code §166.164; Estates Code Ch. 752 and Texas Prob. Code § 3.

including, without limitation, Medicaid

ARTICLE 3.CONTRACTOR'S DUTIES REGARDING CONFIDENTIAL INFORMATION

Section .01  Obligations of Contraceor
Contractor agrees that:

(A)  Contractor will exercise reasonsble care and no less than the same degree of care
Contractor uses to protect its own confidential, proprietary and trade secret information to prevent any

portion of the Confidentia] Information from being used in a manner that is not expressly an Authorized
. Purpose underthk DUA or as Reguired by Law. 45 CFR 164.502(b)(1); 43 CFR 164.514(41)

(B)  Contractor will not, without System Agency’s prior written consent, disclose or aliow
access to any portion of the Cogfidential Information to any Person or other entity, other than Aythorized
mm«mofwwommlmdmzmmﬁdmhhm
privacy, security and the importance of promptly reporting any Event or Breach to Contractor's
management, to carry out the Authorized Putpose or as Required by Law.

System Agency, at its election, may assist Contractor in training and education on specific or
unique System Agency processes, sysiems or requirements. Contractor will produce evidence of
completed training to System Agency upon request, 45 C.F.R. 164.308(a)(5)(); Texus Health & Safety
Code §181.101

(C) Contractor will establish, implement and maintain appropriate sanctions against any

member of its Workforce or Subcontractor who fiils to comply with this DUA, the Base Contract or

law. Contractor will maintain evidence of sanctions and produce it to System Agency upon
request 45 C.F.R. 164.308(a) (1)(TD(C); 164.530(e); 164,410(B); 164.5300)(1)

System Agency Data Use Agreement V.8.3 HIPAA Omnibus Compliant Apeil 1, 2015
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System Agency Contract No.HHSREV 100000889

(D) Contractor will not, without prior written approval of System Agency, disclose or provide
access o any Confidential Information on the basis that such act is Required by Law without notifying
Sysiem Agency so that System Agency may have the opportunity to object to the disclosure or access and
seek appropriate relief. If System Agency objects to such disclosure or access, Contractor will refrain
from disclosing or providing access to the Confidential Information until System Agency has exhausted
all siternatives for reliof. ¢5 CFR 164.304(e)(2)(i)(4)

(E) Contractor will not attempt to re-identify or further identify Confidential Information or
De-identified Information, or attempt to contact any Individuals whose records are contained in the
Confidential Information, except for an Authorized Purpose, without express written authorization from
System Agency oc s expressly permittsd by the Base Contract. 45 CFR 164.302(d)(2)() and (i)

Contractor will not engage in prohibited marketing or sale of Confidential Information. 45 CFR 164.561,
164.508(a)(3) and (4); Texas Heelth & Safety Code Ch. 181.002

(F)  Contractor will not permit, or eater into any agreement with a Subcontractor to, create,
receive, maintain, use, disclose, have nccess to or transmit Confidential Infonmation, on behalf of
Contractor without requiring that Subcontractor first execute the Form Subcontractor Agreement,

which ensures that the Subcontractor will comply with the identical terms, conditions,
safeguards and restrictions as contained in this DUA for PHI and any other relevant
Information and which permits more strict limitations; and 45 CFR 164.502(e)(1) (1) (1); 164.504(e)(1)()
and 2

(G)  Contractor is directly responsible for compliance with, and enforcement of, all conditions for
creation, maintenancs, use, disslosure, transmission and Destruction of Confidential Information and the acts
or omissions of Subooniraciors as may be reasonably necessary 1o prevent unmuthorized use. 45 CFR
164.504(a)(35); 42 CFR 431.300, et seq.

(H)  If Contractor maintains PHI in a Designated Record Set, Contractor will make PH]
available to System Agency in a Designated Rocord Set or, as directed by System Agency, provide BHI
to the Individual, or Legally Authorized Repcesentative of the Individual who is requesting PHI in
compliance ‘with the requirements of the HIPAA Privacy Regulations, Contractor will make other
. Confideatial Information in Contractor’s possession available pursuant to the requirements of HIPAA or

other applicable lsw upon a determination of a Breach of Unsecured PHI as defined in HIPAA. 45 CFR
164.524and 164.504(¢) (2) () (B)

) Contractor will make PHI as required by HIPAA available to System Agency for
amendment and incorporate any amendments to this information that System Agency directs or agrees to

pursuant to the HIPAA. 45 CFR 164.504(¢)(2)(H)(E) and (F)

()] Contractor will document and make available to System Agency the PHI required to
provide acoess, an accounting of disclosures or amendment in compliance with the requirements of the
HIPAA Privacy Rogulations. 45 CFR 164.504(¢)(2)(t)(G) and 164.528

(K)  If Contracior receives a roquest for access, amendment or accounting of PHI by any
Individual subject to this DUA, it will promptly forward the roquest to System Agency; however, if it
would violate HIPAA to forward the request, Contractor will promptly notify of the request and of
Contractor’s response. Unless Contractor is prohibited by law from forwarding a request, System Agency
will respond to all such requests, unless System Agency has given prior written consent for Contractor to
respond to and account for all such requesis. 45 CFR 164.504(e)(2)

L) Cmimctorwﬂpmﬁdé,mdwﬂleauseiu&mmmdmmtomﬁdam
System Agency periodic written certifications of compliance with controls and provisions relating to
information privacy, security and breach notification, including without limitation information related to

System Agency Data Use Agreement V.8.3 HIPAA Omnibus Compliant April 1, 2015
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System Agency Contract No.HHSREV 100000889

. m%fu' and the handling and disposal of Confidential Information. 45 CFR 164.308; 164.530(c); 1

(M)  Except as otherwise limited by this DUA, the Base Contract, or law applicable to the
Contractor may use or disclose PH] for the proper management and administration
of Contractor or to carry out Contractor’s legal respontibilities if: 45 CFR 164.504(0)@D(1)(A)

4)) Disclosure is Raquired by Law, provided that Contractor complies with Section 3.01(D);

{20  Contractor obtains reagsonable assurances from the Person to whom the information is
disclosed that the Person will:

() Maintain the confidentiality of the Confidential Information in accordance with this DUA;

(b) Use or further disclose the information only as Required bv Law or for the Authorized
Purpose for which it was disclosed to the Person; and

(c) Notify Contractor in accordance with Section 4.01 of any Event or Breach of Confidential
Information of which the Person discovers or should have discoversd with the exercise of
reasonable diligence. 45 CFR 164.504(e)(4)(3)(B)

(N)  Excépt as otherwise limited by this DUA, Contractor will, if requested by System
Agency, use PHI to provide dats aggregation services to System Agency, as that term is defined in the
HIPAA, 45 CFR. §164.501 ml permitted by HIPAA. 435 CFR 164.504(s)(2)()(B)

(O)  Contractor will, on the termination or expiration of this DUA or the Base Contract, at its
expense, retum to System Agency or Dagtroy, at System Agency’s election, and to the extent reasonably
feasible and permissible by law, all Coafidential Information received from System Agency or created or
maintainad by Contractor or any of Contractor’s sgents or Subcontmactors on System Agency's behalf if
that data contains Confidential Information. Contractor will certify in writing to System Agency that all
the Confiiential Informatiop that has been crested, received, maintained, used by or disclosed to
Contractor, has been Destroved or returned to System Agency, and that Contractor and its agents and
Subconiractors have retained no copies thereof. Notwithstanding the foregoing, Contractor acknowledges
and agrees that it may not Dastroy any Confidantial Information if federal or state law, or System Agency
record retention policy or a litigation hold notice prohibits such Destruction. If such retum or Destruction
is not reasonably feasible, or is impermissible by lsw, Contractor will immediately notify System Agency
of the reasons such retum or Degtruction is not feasible, and agree to extend indefinitely the protections of
this DUA to the Confidential Information and limit its further uses and disclosures to the purposes that
make the retum of the Confidential Information not feasible for as long as Contractor maintains such
Confidential Information. 45 CFR 164.504(e)(2)(t)(J)

(P)  Contractor will create, maintain, use, disclose, transmit or Destroy Confidential
Information in a secure fashion that protects against any reasonably anticipated threats or hazards to the
security or integrity of such information or unauthorized uses. 45 CFR 164.306; 164.530(c)

(Q) If Contractor accesses, transmits, stores, or maintains Confidential Infoaunation,
Contractor will complete and retum to System Agency at jnfosecurity@hhsc statetx.us the System
Agency information security and privacy initial inquiry (SPI) at Attachment 2 . The SPI identifies basic |
privacy and security controls with which Contractor must comply to protect System Agency Confidential |
Information. Contractor will comply with periodic security controls complisnce assessment and
monitoring by System Agency as required by state and federal law, based on the type of Confidential
Information Contractor creates, receives, maintains, uses, discloses or has access to and the Authorized
Pumpoge and level of risk, Contractor's security controls will be based on the National Institute of
Standards and Technology (NIST) Special Publication 800-53. Contractor will update its security
controls assessment whenever there are significant changes in security controls for System Agency

System Agency Data Use Agreement V.8.3 HIPAA Omnibus Compliant April 1, 2015
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System Agency Contract No,. HHSREV100000889

Confidential Information and will provide the updated document to System Agency. System Agency also
mﬂ:“ﬁﬂummmmumddmuﬁdymemdfedudmdmﬁmmum 45

(R)  Contractor will establish, implement and maintain any and all appropriate procedural,
administrative, physical and technical safeguards to preserve and maintain the confidentiality, integrity,
and availability of the Confidential Information, and with respect to PHL as described in the HIPAA
Privacy and Becurity Ragulations, or other applicable laws or regulations relating to Confidential
Information, to prevent any unsuthorized use or disclosure of Confidentisl Information as long as
Contractor hes such Confidential Information in its actual or constructive posseasion. 45 CFR 164,308
(administrative safeguards); 164.310 (physical safeguards); 164312 (vechnical safeguards);
164.530(c)(privacy sofeguards)

(S)  Contractor will designate and identify, subject to System Agency approval, a Person or
Persons, as Privacy Official 45 CFR 164.5368(a)(1) and Information Security Official, each of whom is
authorized to act on behalf of Contractor and is respoasible for the development and implementation of
the privacy and security requirements in this DUA. Contractor will provide name and current address,
phone number and ¢-mail address for such designated officials to System Agency upon execution of this
DUA and prior to any change, 45 CFR 164.308(a)(2)

(T)  Contractor represents and warrants that its Authorized Users each have a demonstrated
need to know and have access to Confidential Information solely to the minlmum extent necessary to
accomplish the Authorized Purpase pursuant to this DUA and the Base Contract, and further, that each
has agreed in writing to be bound by the disclosure and use limitations pertaining to the Confidential
Information contained in this DUA. 45 CFR 164.502; 164.514(d)

(U) Contractor and its Subcomtractors will maintain an updated, complete, sccurate and
numbered list of Authorizad Users, their signatures, titles and the date they agreed to be bound by the
terms of this DUA, at all times and supply it to System Agency, as directed, upon request,

(V) Contractor will implement, update as necossary, and document reasonable and
wtepow«mdmedwﬁrpﬁw security and Breach of Confidential Information and an
plan for an Event or Breach, to comply with the privacy, security and breach notice
of this DUA prior to conducting work under the DUA. 45 CFR 164,308; 164.316;

164.514(d); 164.530()(1)

(W) Contractor will produce copies of its information security and privacy policies and
procedures and records relating to the use or disclosure of Confidential Information received from, .
created by, or received, used or disclosed by Contractor on behalf of System Agency for System
Agency's review and approval within 30 days of execution of this DUA and upon request by System
Agency the following business day or other agreed upon time frame. 45 CFR 164.308; 164.514(d)

(X)  Contractor will make available to System Agency any information System Agency requires
mWSWWMwWMtqwmo£Mmmwmmm :
other applicable laws and regulations relating to Confidential Information. Contractor will provide such 1
information in a time and manner reasonably agreed upon or as designated by the Secretary, or other federal |
or siste law. 45 CFR 164.504(9)2)) ()

(Y) Contractor will only conduct secure transmissions of Confidentis! Information whether in
paper, oral or electronic form. A secure transmission of electronic Confidential Information in motion
mmpmmml(mawnmmmthumm
ss required by rule, regulation or law. System Agen onfide prmation ar rest requires
Mmmlutbnkadmdmhxmnvqu andphyliullecurlty or as otherwise

SyumAnmyMUnAyumtVlSl:flPMOmihuCompMAptﬂl » 2015
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System Agency Contract No. HHSREV 100000889

protected as required by rule, regulation or law. All elecironic data transfer and communications of
Confidential Information will be through secure systems. Proof of system, media or device security or
mmhepmdueedeynmAmcymhurﬂm“lnmaﬂ«SymMmy‘swﬁm
request in response to a compliance investigation, audit or the Discovery of an Event or Breach.
Othuwue.mqueuedpmhcﬁmofmdxpmofwﬂlbemdeuqmduponbythem De-
identification of Syaiem Agsncy Confide ation is a means of security, With respect to de-
identification of PHL 'm'mmd&ideﬂiﬂedmrdingtoanMndugummy
guidance. 45 CFR 164.312; 164.530(d)

@ Contractor will comply with the following laws and standards {f applicable to the type of
Ceufidential Informetion and Contractor's Authorized Purvose:

o Title 1, Part 10. Chapter 202, Subchapter B, Texas Administrativs Code;
o  The Privacy Act of 1974;
o (OMB Memorandum 07-16;

g i n Sex gement Act of 2002 (FISMA);
) TheHenlthlammePatabdttyandAccounlabnlityAetofl%(HﬂA)asdeﬁnedmthe
DUA;

¢ Intemal Revenue Publication 1078 ~ Tax Information Security Guidelines for Federal, State
and Local Agencies;

¢ National Institute of Standards and Technology (NIST) Special Publication £00-66 Revision
1 = An Introductory Resource Guide for Implementing the Health Insurance Poriability and
Accountability Act (HIPAA) Security Rule;

o NIST Special Publications 800-53 and 800-53A - Reconmmended Security Controls for
Federal Information Systems and Organizations, as currently revised;

e NIST Specisl Publication 80047 - Security Guide for Intercommecting Informatjon
Technology Systems;

o NIST Special Publication 800-88, Guidelines i

» NIST Special Publication 800-111, Guide to Storage of eryption Technologies for End
User Devices containing PHI; and

»  Any other State or Federal law, regulation, or administrative rule relating to the specific System
Agency progmm area that Contractor supports on behalf of System Agency.

ARTICLE 4. BREACH NOTICE, REFORTING AND CORRECTION REQUIREMENTS

Section 401,  Breach or Event Notification to System Agency. 45 CFR 164.400-414

(A)  Contractor will cooperate fully with System Agency in investigating, mitigating to the
extent practicable and issuing notifications direcied by System Agency, for any Event or Breach
of Confidential Information to the extent and in the manner determined by System Agency.

(B) Contractor’S obligation begins at the Discovery of an Event or Breach and continues as
long as related activity continues, until all effects of the Event are mitigated to System Agency’s
satisfaction (the "incident response period®). 45 CFR 164.404

(C)  Breach Notice:

1. Initial Notice.
~ System Agency Data Use Agroement V.8.3 HIPAA Omnibus Compliant April 1, 2015
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awammmeMﬁmmmmmw
Administration Data, and Medicaid Clicat Information, within the first, consecutive clock hour
of Discovery, and for all other types of Confidential Information not more than 24 hours after
mmmwlnaduﬁmcmmnlbys;mmwmw”.immuymw

Asency'- Pﬂmy and Smﬁty Officers via email privacy@Svaten

 1075; Privacy Aet of 1974, ez amended by the Computer Matching and Privacy
Protection Act of 1988, SUS.C.§ 352a; OMB Memorandum 07-16 as clted in System
AgencyC-CMS Contracts for information exchange.

b. Report all information reasonably available 1o Contractor about the Event or Breach of the
privacy or security of Confidantial Information. 45 CFR 164.410

t. Name, and provide contact information to System Agency for, Contractor’s single point of
mwtwhowﬂleommnicmemthSymAmcybothonmdoffhudnmhmmdmngthc

incident response period.

2 48-Hour Formal Notice. No later than 48 consecutive clock hours afier Discovery or a
time within which Discovery reasonably should have been made by Contractor of sn Eyent or
Breach of Confidential Information, provide formal notification to the State, including all
mﬂynﬂﬂcMMﬂwammwmm
including without limitation and to the extent available: For (a) - (m) below: 45 CFR 164.400-
4

a. The date the Event or Breach occurred;
b. The date of Contractor's and, if applicable, Subconimactor’s Discovery;

¢. A bricf description of the Evant or Breagh: including how it occurred and who is responsible
(orhypoﬂnsu,nfmtyetdetmdned)’

d. A brief description of Contractor's investigation and the siatus of the investigation;

¢. A description of the types and amount of Confidential Information involved; :
fldmﬁﬁuﬁmofmdmh«ofaﬂhdindmkmublybeﬁwedwbelﬁ‘ect&mmdmg
first and Iast name of the individual and if applicable the, Lagally suthori rese :
known address, age, telephone number, andmiladduuafithapreﬁmedmactmeﬂnd to
the extent known of can be reasonably determined by Contractor at that time;

g Contractor’s initial risk assessment of the Event or Breach demonstrating whether individual
or other notices are_required by applicable law or this DUA for System Agency approval,
including an analysis of whether there is a low probability of compromise of the Confidential
Information or whether any legal axceptions to notification apply;

h. Contractor's recommendation for System Agency’s approval as to the steps Individuals o
Contractor on behalf of Individuais, should take to protect the Individuals from potential harm,
including without limitation Contractor's provision of notifications, credit protection, claims
monitoring, and any specific protections for a Logally Authorized Representative to take on
behalf of an Individuat with special capacity or circumstances; '

i. The steps Contractor has taken to mitigate the harm or potential harm caused (including without
limitation the provision of sufficient resources to mitigate);

j- The steps Contractor has taken, or will take, to prevent or reduce the likelihood of recurrence of

a similar Event or Breach:

System Agency Data Use Agreement V.8.3 HIPAA Omnibus Compliast April 1, 2015
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System Agency Contract No.HHSREV100000889

k. Identify, describe or estimate of the Persons, Warkforce, Subcontracior, or Individuals and an
law enforcement that may be involved in the Event or Breach: y

L. A reasonable schedule for Contractor to provids regular updates to the foregoing in the future
forrapomelotheMormhnmlmthmevuythme(s)b\nineudaysoruoﬂmwise
M by System Agency, including information about risk estimations, reporting, notification,
if any, mitigation, corrective action, root cause analysis and when such activities are expected to
be completed; and

m. Any reasonsbly available, pertinent information, documents or reports relatad to an Event or
Breach that System Agency requests following Discovery.

Section 492  Investigation, Response and Mitigation. For A-F below: 45 CFR 164,308, 310
and 312; 164.530

(A)  Contractor will immediately conduct a full and complete investigation, respond (0 the
Event or Broach, commit necessary and appropriate staff and resources to expeditiously respond,
and report as required to and by System Agency for incident response purposes and for purposes
of System Agency’s compliance with report and notification requirements, to the satisfaction of
System Agency.

(B) Contractor will complete or participste in & risk assessment as directed by System
Agency following an Event or Breach, and provide the final assessment, corrective actions and
mitigations to System Agency for review and approval.

(C)  Contractor will fully cooperste with System Agency to respond to inquiries and
proceedings by state and federal suthorities, Pergons and Individuals about the Event or Breach.

(D)  Contractor will fully cooperate with System Agency's efforts to seek appropriate
injunctive relief or otherwise prevent or curtail such Event or Breach, or to recover or protect any
Confidential Information, including complying with reasonable corrective action or measures, as
specified by System Agency in a Corrective Action Plan if directed by System Agency under the
Base Contract. ‘

Section 403  Breach Notification 1o [ndividuals and Reporting to Authorities. Tex. Brs. &
Comm. Code §521.053; 45 CFR 164.404 (Individualy), 164.406 (Media); 164.408 (Authorities)

(A)  System Agency may direct Contractor to provide Breach notification to Individuals,
regulators or third-parties, as specified by System Agency following a Breach.

(B)  Contractor must obtain System Agency's prior written approval of the time, manner and
content of any notification to Individuals, regulators or third-parties, or any notice required by
other state or federal suthorities. Notice letters will be in Contractor’s name and on Contractor’s
letterhond, unless otherwise directed by System Agency, and will contain contact information,
including the name and title of Contractor's representative, an email address and a toll-free
telephone number, for the Individual to obtain additional information,

(C)  Contractor will provide System Agency with copies of distributed and approved
communications.
(D)  Contractor will have the burden of demonstrating to the satisfaction of System Agency

that any notification required by System Agency was timely made. If there are delays outside of
Contractor’s control, Comtractor will provide written documentation of the reasons for the delay.

System Agency Data Use Agrocment V.8.3 HIPAA Omnibus Compliant April 1, 2013
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System Agency Contract No.HHSREV 100000889

(E) If System Agency delegates notice requirements to Contractor, System Agency shall, in the
time and manner reasonably requested by Contractor, cooperate and assist with Contractor's
information requests in order to make such notifications and reports.

ARTICLE 5. SCOPE OF WORK

Scope of Work means the services and deliverables to be performed or provided by Contractor, or on
behalf of Contractor by its Subcontmactors or agents for System Agency that are described in detail in the
Base Contract. The Scops of Work, including any future amendments thereto, is incorporated by reference in
this DUA as if set out word-for-word herein, ’

ARTICLE 6. GENERAL PROVISIONS

Section 6.01 Ownership of Confidential Information \

Contractor acknowledges and agrees that the Confidential Information is and will remain the ;
property of System Agency. Contractor agrees it acquires no title or rights to the Confidcatial Information,

Secction 6.82 System Agency Commitment and Obligations

System Ageacy will not request that Contractor create, maintain, transmit, use or disclose PHI in any
manner that would not be permissible under applicable luw if done by System Agency.

Section 603  System Agency Rigist to Inspection

At any time upon reasonsble notice to Contractor, or if System Agency determines that Contractor
has violated this DUA, System Agency, directly or through its agent, will have the right 1o inspect the
facilities, systems, books and records of Contractor to monitor compliance with this DUA. For purposes of
this subsection, System Agency's agent(s) include, without limitation, the System Agency Office of the
lnspectamdmuﬂortheomeeonheAanme | of Texas, outside consultants or legal counsel or
other '

Scction 684  Term; Terminasion of DUA; Survival |

This DUA will take effect with the Base Contract, and will terminate upon termination of the Base |
Contract and as set forth herein. If the Base Coniract is extended or amended, this DUA is updated |
autometically conourrent with such extension or amendment. |

(A)  System Agency may immediately terminate this DUA and Base Contract upon a material
violation of this DUA.

(B) Temination or Expiration of this DUA will not relieve Contractor of its obligation to
return or Degtrov the Confidential Information as set forth in this DUA and 1o continue to safeguard the
Confidential Information until such time as determined by System Agency.

(D) I System Agency determines that Contractor has violated a material term of this DUA;
System Agency may in its sole discretion:

1. Exercise any of its rights including but not limited to reports, access and inspection under

this DUA or the Base Contract; or

2. Require Contractor 10 submit to a corrective action plan, including a plan for monitoring

and plan for reporting, as System Agency may determine necessary to maintain compliance with

this DUA; or
System Agency Data Use Agreement V.8.3 H}P.?A Omnibus Compliant April 1, 2015
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System Agency Contract No.HHSREV100000889

3. Provide Contractor with a reasonable period to cure the violation as determined by
System Agency; or

4, Terminate the DUA and Base Contract immediately, and seek relief in a court of
competent jurisdiction in Travis County, Texas.

Before exercising any of these options, System Agency will provide written notice to Contractor
describing the violation and the action it intends to take,

(B) If neither termination nor cure is feasible, System Agency shall report the violation to the
Secyetary,

(F) The duties of Contractor or its Subcontractor under this DUA survive the expiration or
termination of this DUA umtil all the Confidential Information is Destroved or returned to System
Agency, as required by this DUA. _ i

Ssctien 605  Governing Lew, Venue and Litigation

(A)  The validity, construction and performance of this DUA and the legal relations among the
Parties to this DUA will be governed by and construed in accordance with the laws of the State of Texas.

B) 'I'hehrtlesmethttheeoumat"lhvis(}omny,Texu,willbelhemlusweveuuefor

any litigation, special proceeding or other proceeding as between the parties that may be brought, or arise
out of, or in conneotion with, or by reason of this DUA.

Section 606 Injunciive Relief
(A)  Contractor acknowledges and agrees that System Agency may suffer irreparable injury if
Contractor or its Subcontractor fails to comply with any of the terms of this DUA with respect to the
Confidential lnformation or a provision of HIPAA or other laws or regulations applicable to Confidential
Information.

(B)  Contractor further agrees that monctary damages may be inedequate to compensate
System Agency for Contractor’s or its Subcontractor’s failure to comply. Accordingly, Contractor agrees
that System Agency will, in addition to any other remedies available to it at law or in equity, be entitled to
seek injunctive relief without posting a bond and without the necessity of demonstrating actual damages,
to enforce the terms of this DUA.

Section 6.07  Indemnificution

To the extent permitted by law, Contractor will indemnify, defend and hold harmless Systiem Agency and
its respective Executive Commissioner, employees, Subconimctors, agents (including other state agencies
acting on behalf of System Agency) or other members of its Workforoe (each of the foregoing hereinafier
referred to as “Indennified Party”) against all actual and direct losses suffered by the Indemnified Party and
all liability to third pasties arising from or in connection with any breach of this DUA or from any acts or
omissions related to this DUA by Contractor or its employees, directors, officers, Subconitractars, or agents or
other members of its Workforce. The duty to indemnify, defend and hold harmless is independent of the duty
1o insure and continues 10 apply even in the event insurance coverage required, if any, in the DUA or Base
Contract is denied, or coverage rights are reserved by any insurance carrier, Upon demand, Contractor will
reimburse System Agency for any and all losses, liabilities, lost profits, fines, penalties, costs or expenses
(inchuding reasonable attomeys® fees) which may for any reason be imposed upon any Indemnified Party by
reason of any suit, claim, action, proceeding or demand by any third party to the extent caused by and which
results from the Contractor’s failure to meet any of its obligations under this DUA. To the extent permitted

System Agency Data Use Agreement V.8.3 HI:'AA Omnibus Compliant April 1, 2015
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System Agency Contract No. HHSREV 100000889

by law, Contractor's obligation to defend, indemaify and hold harmless any Indemnified Pasty will survive
the expimtion or termination of this DUA.

m Insurancs

(A)  Contractor represents and warrants that it maintaing either self-insurance or commercial
inmnnmwﬁhpoﬁcyﬂnﬂhmﬁdunmmmylwmymm:nymormmby
Contractor or its employees, directors, officers, Subcontractors, or agents or other members of its Workforce
under this DUA. Contractor warrants that System Agency will be a loss payee and beneficiary for any such
claims. .

(B) Contractor will provide System Agency with written proof that required insurance
coverage is in effect, at the request of System Agency.

Section §09 Fees and Costs

Except as otherwise wpecified in this DUA or the Base Contract, including but not limited to
requirements to insure or indeminify System Agency, if any legal action or other proceeding is brought for the
enforcement of this DUA, or because of an alleged dispute, contract violation, Event, Breach, default,
misrepresentation, or injunctive action, in connection with any of the provisions of this DUA, each party will
bear their own legal expenses and the other cost incmred in that action or proceeding.

Section §10  Ewdirety of the Contract

This Data Use Agreement is incorporated by reference into the Base Contract and, together with the
Base Contract, constitutes the entire agreement between the parties, No changs, waiver, or discharge of
obligstions arising under those documents will be valid unless in writing and executed by the party againat
whom such change, waiver, or discharge is sought o be enforced.

Section 611 Automatic Amendment and Interpretation

l.lponlheeﬂ’ecﬁw ofmyummknemaiwmofnddiﬁomlumﬂmwmwmy
other law applicable to this DUA will sutomatically be amended so that the
obligations imposed on System Agency or Contractor remain in compliance with such requirements. Any
ambiusityinthisDUAwlllbcxuolvadinfamofnmninﬂhnpamummwyandc«m«to
comply with HIPAA or any other law applicable to Confidential Information.

SymAmththVBSHI:MOMMComeMl + 2015
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System Agency Contract No, HHSREV100000889

ATTACHMENT 1. SUBCONTRACTOR AGREEMENT FORM
System Agency CONTRACT NUMBER HHSREV100000889

The DUA between System Agency and Contractor establishes the permitted and required uses and
disclosures of Confidential Infonmation by Contractor.

Contractor bas suboontracted with_____ A/ N (SUBContractor) for
performance of duties on behalf of CONTACTOR which are subject to the DUA. SUBContractor
acknowloedges, undersiands and agrees to be bound by the identical terms and conditions applicable to
Contractor under the DUA, incorporated by reference in this Agreement, with respect to System Agency
Confidential Information. Contractor and SUBContractor agree that System Agency is a third-party
beneficiary to applicable provisions of the subcontract.

System Agency has the right but not the obligation to review or approve the terms and conditions of the
subcontract by virtue of this Subcontractor Agreement Form.

Contractor and SUBContractor assure System Agency that any Breach or Event as defined by the DUA
that SUBContractor Discovers will be reported to System Agency by Contractor in the time, manner and
content required by the DUA.

If Contractor knows or should have known in the exercise of reasonable diligence of a pattern of activity
or practice by SUBContractor that constitutes a material breach or violation of the DUA or the
SUBContractor's obligations Contractor will:

1. Take reasonable steps to cure the violation or end the violation, as applicable;

2. If the steps are unsuccessful, terminate the contract or arrangement with SUBContractor, if
feasible;

3. Notify System Agency immediately upon reasonably discovery of the pattern of activity or
practice of SUBContractor that constitutes a material breach or violation of the DUA and keep
System Agency reasonably and regularly informed about steps Contractor is taking to cure or
end the violation or terminate SUBCONTACTOR's contract or arrangement.

This Subcontractor Agreement Form is executed by the parties iu their capacities indicated below.

CONTRACTOR SUBCONTRACTOR
BY: BY:

NAME: ' NAME:

TITLE: TITLE:

DATE ,201. DATE:

System Agency Data Use Agreement V.8.3 HIPAA Omnibus Compliant April 1, 2015
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HHS Enterprise Data Use Agreement - Attachment 2
SECURITY AND PRIVACY INITIAL INQUIRY (SPI)

If you are a bidder for a new procurement/contract, in order to participate in the bidding process, you must have corrected any "No"
responses in sections B and C prior to the contract award date. If you are an applicant for an open enroliment, you must have
corrected any "No" answers in Sections B and C below prior to performing any work on behalf of any HHS agency. For existing contracts|
or renewals with "No responses, there must be an action plan for remedlatlon of Section B and C within 30 calendar days for HIPAA

1. Does the applicant/bidder access, create, disclose, receive; transmit, maintain, or store HHS @ Yes
Confidential Information in electronic systems (e.g., laptop, personal use computer, mobile ONo
device, database, server, etc.)? IF NO, STOP. THE SPI FORM IS NOT REQUIRED.

2. Entity or Applicant/Bidder Legal Name Legal Name: $Sg [y, ne C’umy/ C/@l" k

Sa 6 ne C ount Legal Entity Tax Identification Num 7136
(TIN) (Last Four Numbers Only):
Procurement/Contract#:

Address: PO Boy 580 /480 maH St

City: Nemﬂ\: Il state: /)/- zp: 75748
Telephone #: 40%-189- 3926

Email Address: <¢ 4, 'ne cc (@ Yahoo, <OM

3. Number of Employees, at all locations, in Applicant |74t Employees: £
Bidder's Workforce

“Workforce” means all employees, volunteers, trainees, and
other Persons whose conduct is under the direct control of
Applicant/Bidder, whether or not they are paid by Applicant/
Bidder. If Applicant/Bidder is a sole proprietor, the workforce

may be only one employee.

4. Number of Subcontractors Total Subcontractors: ©
(if Applicant/Bidder will not use subcontractors, enter “0")

5. Name of Information Technology Security Official A. Security Officlal: ‘
and Name of Privacy Officlal for Applicant/Bidder Legal Name: Janice Mcbhanie
Privacy and Security Official may be the same person.)
(Petvacy " Address: F. D Boyx §80

City: Hemphi Il state: Te zp; FETYE
Telephone #: 409 -78"- 3986

Email Address: sadine cc @ Y4 hab.c‘om
B. Privacy Official:

Legal Name: Janice M<-bamel
Address: 2D . Box &80

City: ﬁ/emﬂ{f// State: 7)_(' zp: 9ST4E
Telephone #: ¥09- 8D-37&€
Email Address: gef/1€< c@’Mao.COM.

Nle
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SECURITY AND PRIVACY INITIAL INQUIRY {SP!)

6. Type(s) of HHS Confidential information the Entity or | HIPAA clis IRS FTI CMS SSA Pl

Applicant/Bidder will create, receive, maintain, use, D D D D
disclose or have access to: (Check all that apply) Other (Please List) —
 Health Insurance Portabliity and Accountability Act (HIPAA) data . Q . +
« Criminal Justice Information Services (CJIS) data Brrth Cardi¥i ¢4+ ed
* internal Revenue Service Federal Tox Information (IRS FTI) data " P es
* Centers for Medicare & Medicaid Services (CMS) Death ‘C‘"ﬁ' §i @
« Soclal Security Administrotion (554) Marriage License

__+ Personally identifiabie Information (PY)

7.Number of Storage Devices for HHS Confidential information (as defined in the HHS Data Total #

Use Agreement (DUA)) (Sum a-d)

Cloud Services involve using a network of remote servers hosted on the internet to store, manage, and

process data, rather than a local server or a personal computer. 0

A Data Center is a centralized repository, either physical or virtual, for the storage, management, and

dissemination of data and information organized around a particular body of knowledge or pertaining to

a particular business.

a. Devices. Number of personal user computers, devices or drives, including mobile
devices and mobile drives. 24

b. Servers. Number of Servers that are not in a data center or using Cloud Services. o

¢. Cloud Services. Number of Cloud Services in use. O

d. Data Centers. Number of Data Centers in use. o

8. Number of unduplicated individuals for whom Applicant/Bidder reasonably expects to Select
handie HHS Confidentia! information during one year: Option

a. 499 individuals or less X

b. 500 to 999 individuals Ob

¢. 1,000 to 99,999 individuals Q¢

d. 100,000 individuals or more O d.

9. HIPAA Business Associate Agreement Yesor No

a. Will Applicant/Bidder use, disclose, create, receive, transmit or maintain protected @ Yes
health information on behalf of a HIPAA-covered HHS agency for a HIPAA-covered ONo
function?

b. Does Applicant/Bidder have a Privacy Notice prominently displayed on a Webpage or a @ Yes
Public Office of Applicant/Bidder's business open to or that serves the public? (This is a O No
HIPAA requirement. Answer "No" if not applicable, such as for agencies not covered by HIPAA.)

10, Subcontractors. if the Applicant/Bidder responded "0" to Question 4 (indicating no Yes or No
subcontractors), check "No” for both ‘a.' and 'b.’ to indicate "N/A."

a. Does Applicant/Bidder require subcontractors to execute the DUA Attachment 1 O Yes
Subcontractor Agreement Form? @ No

b. Will Applicant/Bidder obtain written approval from an HHS agency before entering into QO Yes
any agreements with subcontractors to handle HHS Confidential Information on behalf @ nNo
of Applicant/Bidder?

CIS0-001-NDQ (11/16) (V2.0) HHS Enterprise Data Use Agreement, Attachment 2: Page 2 of 17
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11. Does Applicant/Bidder have any Optional Insurance currently in place?
Optlonal‘lnsurance provides coverage for: (1) Network Security and Privacy; (2) Data Breach; (3) Cyber

Liability {lost data, lost use or delay/suspension In business, denial of service with e-business, the Internet,

natworks and informational assets, such as privacy, intellectual property, virus transmission, extortion,

sabotage or web activities); (4) Electronic Media Liability; (5) Crime/Theft; {6) Advertising Injury and Personal

Injury Liability; and (7) Crisis Management and Notification Expense Coverage.

@ Ves
O No

pro

a. Does Applicant/Bidder have current written privacy and security policies and

Yes
. procedures that identify Authorized Users and Authorized Purposes (as defined in the 3
DUA) relating to creation, receipt, maintenance, use, disclosure, access or transmission No
of HHS Confidential Information?
Action Plan for Compliance with a Timeline: Compliance Date:
b. Does Applicant/Bidder have current written privacy and security policies and @ Yes
procedures that require Applicant/Bidder and its Workforce to comply with the O No

applicable provisions of HIPAA and other laws referenced in the DUA, relating
to creation, receipt, maintenance, use, disclosure, access or transmission of
HHS Confidential Information on behalf of an HHS agency?

Action | witha Ti Compliance Date:
c. Does Applicant/Bidder have current written privacy and security policies and procedures @Yes

that limit use or disclosure of HHS Confidential Information to the minimum that is

necessary to fulfill the Authorized Purposes?

ONo

Plan for Complianc :

Compliance Date:

d. Does Applicant/Bidder have current written privacy and security policies and
procedures that respond to an actual or suspected breach of HHS Confidential
information, to include at a minimum (if any responses are “No” check “No” for
all three): :

i. Immediate breach notification to the HHS agency, regulatory authorities, and

other required Individuals or Authoritles, in accordance with Article 4 of the DUA;

il. Following a documented breach response plan, in accordance with the DUA
and applicable law; &

iil. Notifying Individuals and Reporting Authorities whose HHS Confidential
Information has been breached, as directed by the HHS agency?

@ Yes

.0-No

HHS Enterprise Data Use Agreement, Attachment 2:

CISO-001-NDQ (11/16) (\’20) SECURITY AND PRIVACY INITIAL INQUIRY (SPI)

Page 3 of 17

VO ’D PGé..lg




on Pl nee w Timeline; Compliance Date:

e. Does Applicant/Bidder have current written privacy and security policies and procedures @ Yes
that conduct annual workforce training and monitoring for and correction of any training
delinquencies? O No
Action Plan for Compliance with a Timeline: Compliance Date:
f. Does Applicant/Bidder have current written privacy and security policles and @ Yes
procedures that permit or deny individual rights of access, and amendment O No
or correction, when appropriate?
g. Does Applicant/Bidder have current written privacy and security policies and procedures @ Yes
that permit only Authorized Users with up-to-date privacy and security training, and O No

with a reasonable and demonstrable need to use, disclose, create, recelve, maintain,
access or transmit the HHS Confidential Information, to carry out an obligation under
the DUA for an Authorized Purpose, unless otherwise approved in writing by an HHS

agency?
Action Plan for Compliance with a Timeline; ' Compliance Date:

h. Does Applicant/Bidder have current written privacy and security policies and procedures @ VYes
that establish, implement and maintain proof of appropriate sanctions against any O No
Workforce or Subcontractors who fail to comply with an Authorized Purpose or who is
not an Authorized User, and used or disclosed HHS Confidential Information in violation
of the DUA, the Base Contract or applicable law?

Action liance wi ine: ’Compllance Date:
i. Does Applicant/Bidder have current written privacy and security policies and 6 Yes
procedures that require updates to policies, procedures and plans following major O No

changes with use or disclosure of HHS Confidentia! Information within 60 days of
identification of a need for update?

fon P} with a ine: Compliance Date:

HHS Enterprise Data Use Agreement, Attachment 2: Page 4 of 17
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j. Does Applicant/Bidder have current written privacy and security policies and
procedures that restrict permissions or attempts to re-identify or further identify
de-identified HHS Confidential Information, or attempt to contact any Individuals whose
records are contained in the HHS Confidential Information, except for an Authorized
Purpose, without express written authorization from an HHS agency or as expressly
permitted by the Base Contract?

@ Yes
O No

Action Plan for Compliance with a Timeline:

k. If Applicant/Bidder intends to use, disclose, create, maintain, store or transmit HHS
Confidential Information outside of the United States of America, will Applicant/Bidder

. Yes

CIS0-001-NDQ (11/16) (V2.0) SECURITY AND PRIVACY INITIAL INQUIRY (SPI)

obtain the express prior written permission from the HHS agency and comply with the O Mo
HHS agency conditions for safeguarding offshore HHS Confidential Information?
Action Plan for Compliance with a Timeline: Compliance Date:
|. Does Applicant/Bidder have current written privacy and security policies and procedures @ Yes
that require cooperation with HHS agencies' or federal regulatory inspections, audits or | O No
investigations related to compliance with the DUA or applicable law?
n line: Compliance Date:
m. Does Applicant/Bidder have current written privacy and security policies and @ Yes
procedures that require appropriate standards and methods to destroy or dispose of O No
HHS Confidential Information?
lian ing: Compliance Date:
n. Does Applicant/Bidder have current written privacy and security policies and procedures @ VYes
that prohibit disclosure of Applicant/Bidder's work product done on behalf of HHS O No
pursuant to the DUA, or to publish HHS Confidential Information without express prior
approval of the HHS agency?
Action Plan for Compliance with a Timeline: Compilance Date:
2. Does Applicant/Bidder have a current Workforce training program? @® vYes
Training of Workforce must occur at least once every year, and within 30 days of date of hiring a new o No
Workforce member who will handle HHS Confldential Information. Training must include: (1) privacy and
security policies, procedures, plans and applicable requirements for handling HHS Confidential information, (2)
a requirement to complete training before access is given to HHS Confidential information, and (3) written
proof of training and a procedure for monitoring timely completion of training.
HHS Enterprise Data Use Agreement, Attachment 2: Page 5 of 17
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3. Does Applicant/Bidder have Privacy Safeguards to protect HHS Confidentlal Information in
oral, paper and/or electronic form?

"Privacy Safeguards” means protection of HHS Confidential information by establishing, implementing and
maintaining required Administrative, Physical and Technical policies, procedures, processes and controls,
required by the DUA, HIPAA (45 CFR 164.530), Social Security Administration, Medicald and laws, rules or
regulations, as applicable. Administrative safeguards Include administrative protections, policies and
procedures for matters such as training, provislon of access, termination, and review of safeguards, incident
management, disaster recovery plans, and contract provisions. Technical safeguards include technical
protactions, policies and procedures, such as passwords, logging, emergencies, how paper Is faxed or mailed,
and electronic protections such as encryption of data. Physical safeguards Include physlical protections, policles
and procedures, such as locks, keys, p?tysial access, physical storage and trash,

@ Yes
QO No

Plan f with a Timelipe:

4. Does Applicant/Bidder and all subcontractors (if applicable) maintain a current list of
Authorized Users who have access to HHS Confidential Information, whether oral, written

or electronic?

@ vYes
QO No

Acti or Compli Timeline:

Compliance Date;

5. Does Applicant/Bidder and all subcontractors (if applicable) monitor for and remove @ vYes
terminated employees or those no longer authorized to handle HHS Confidential Q© No
Information from the list of Authorized Users?

lo mplian meline:

S0-00 HHS Enterprise Data Use Agreement, Attachment 2:
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CISO-001-NDQ (11/16) (V2.0) SECURITY AND PRIVACY INITIAL INQUIRY (SP1)

: D yourbustanOESNOTswu,m,
‘ mfomation In electronic systems (e.g., laptop, personal use
e, detabase, server, etc.) select the box to the right, and "YES" will D
1 Does the Applicant/Bidder ensure that services which access, create, disclose, receive, QO Yes
transmit, maintain, or store HHS Confidential Information are maintained IN the United O No
States (no offshoring) unless ALL of the following requirements are met?
a. The data is encrypted with FIPS 140-2 compliant encryption
b. The offshore provider does not have access to the encryption keys
¢. The Applicant/Bidder maintains the encryption key within the United States
d. The Application/Bidder has obtained the express prior written permission of the
HHS agency
For more lnformation regarding FIPS 140-2 encrypﬂan pmducu please refer to:
Pt r Compliance Date:

2. Does Applicant/Bidder utilize an IT security-knowledgeable person or company to maintain @ Yes

or oversee the configurations of Applicant/Bidder's computing systems and devices? O No
Action Plan for Compliance with a Timeline; Compliance Date;

3. Does Applicant/Bidder monitor and manage access to HHS Confidential Information (eg., a @ VYes
formal process exists for granting access and validating the need for users to access HHS O No
Confidential Information, and access is limited to Authorized Users)?

4. Does Applicant/Bidder a) have a system for changing default passwords, b) require user @ Yes
password changes at least every 90 calendar days, and c) prohibit the creation of weak O No
passwords (e.g., require a minimum of 8 characters with a combination of uppercase,
lowercase, special characters, and numerals, where possible) for all computer systems that
access or store HHS Confidential Information.

If yes, upon request must provide evidence such as a screen shot or a system report.
Action Plan for Compliance with » Timeline: Compliance Date:
HHS Enterprise Data Use Agreement, Attachment 2: Page 7 of 17
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5. Does each member of Applicant/Bidder's Workforce who will use, disclose, create, receive, @ Yes
transmit or maintain HHS Confidential Information have a unique user name (account) and N
private password? O No
Plan for lign ith a Timeli Compliance Date:
6. Does Applicant/Bidder lock the password after a certain number of failed attempts and ® VYes
after 15 minutes of user inactivity in all computing devices that access or store HHS O No
Confidential Information?
A ki Ti Compliance Date:
7. Does Applicant/Bidder secure, manage and encrypt remote access (including wireless @ Yes
access) to computer systems containing HHS Confidential information? (e.g., a formal O No
process exists for granting access and validating the need for users to remotely access HHS
Confidential Information, and remote access is limited to Authorized Users).
Encryption Is required for all HHS Confidential information. Additionally, FIPS 140-2 compliant encryption is required for
Health Insurance Portability and Accountability Act (HIPAA) data, Criminal Justice Information Services (CJIS) data, Internal
Revenue Service Federal Tax Information (IRS FT) data, and Centers for Medicare & Medicaid Services (CMS) dato.
Compliance Date:
8. Does Applicant/Bidder implement computer security configurations or settings for all @ Yes
computers and systems that access or store HHS Confidential Information? (e.g., O No
non-essential features or services have been removed or disabled to reduce the
threat of breach and to limit exploitation opportunities for hackers or intruders, etc.)
Actior Plan for Compliance with a Timeline: Compliance Date:
9. Does Applicant/Bidder secure physical access to computer, paper, or other systems @ Ves
containing HHS Confidential Information from unauthorized personnel and theft (e.g., door O No
locks, cable locks, laptops are stored in the trunk of the car instead of the passenger area,
etc.)?
n P I i Compliance Date:
HHS Enterprise Data Use Agreement, Attachment 2: page 8 of 17
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10. Does Applicant/Bidder use encryption products to protect HHS Confidential Information
that is transmitted over a public network (e.g., the Internet, WiFi, etc.).

if yes, upon request must provide evidence such as a screen shot or a system report.
Encryption Is required for all HHS Confidential information. Additionally, FIPS 140-2 compliont encryption is required for
Health insurance Portobility and Accountability Act (HIPAA) data, Criminal Justice Information Services (CJiS) data, Internal
Revenue Service Federal Tax Information (IRS FTI) data, and Centers for Medicare & Medicaid Services {CMS) data.

‘ Yes
O No

n Plan for i

Compliance Date:

11. Does Applicant/Bidder use encryption products to protect HHS Confidential information

i Yes

n Plan for meline:

stored on end user devices (e.g., laptops, USBs, tablets, smartphones, external hard drives, O No
desktops, etc.)? ‘
if yes, upon request must provide evidence such as a screen shot or a system report.
Encryption Is required for all HHS Confidenticl information. Additionally, FIPS 140-2 compliant encryption is required for
Heaith insurance Portabliity and Accountobllity Act (HIPAA) data, Criminol Justice Information Services (C/IS) data, Internal
Revenue Service Federol Tax Information (RS FTI) data, and Centers for Medicare & Medicaid Services (CMS) data.
For more information regarding FIPS 140-2 encryption products, please refer to:
M i SE. QOY/ QroUDELS | MO/ GOCUMEITIS/ A4 vag {
Action Plan for Compliance with a Timeline: Compliance Date:
12. Does Applicant/Bidder require Workforce members to formally acknowledge rules @ Yes
outlining their responsibilities for protecting HHS Confidential Information and associated O No
systems containing HHS Confidential Information before their access is provided?
Compliance Date:

13. Is Applicant/Bidder willing to perform or submit to a criminal background check on

@ ves

Authorized Users? O No
14. Does Applicant/Bidder prohibit the access, creation, disclosure, reception, transmission, @ ves

maintenance, and storage of HHS Confidential Information with a subcontractor (e.g. cloud O No

services, social media, etc.) unless HHS has approved the subcontractor agreement which

must include compliance and liability clauses with the same requirements as the

Applicant/Bidder?

Action Plan for Compliance with a Timeline: Compliance Date:

0-00 HHS Enterprise Data Use Agreement, Attachment 2: Page 9 of 17
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15. Does Applicant/Bidder keep current on security updates/patches (including firmware, @ VYes
software and applications) for computing systems that use, disclose, access, create, ON
transmit, maintain or store HHS Confidential Information? °

Action Plan for th a Timeline: Compliance Date:

16. Do Applicant/Bidder's computing systems that use, disclose, access, create, transmit, @ Yes
maintain or store HHS Confidential Information contain up-to-date anti-malware and O N
antivirus protection? °

17. Does the Applicant/Bidder review system security logs on computing systems that access @ VYes
or store HHS Confidential Information for abnormal activity or security concerns on a O N
regular basis? °

18. Notwithstanding records retention requirements, does Applicant/Bidder's disposal @ Ves
processes for HHS Confidential Information ensure that HHS Confidential Information is O No
destroyed so that it is unreadable or undecipherable?

1. | certify that all of the information provided in this form is truthful and correct to the best of my knowledge.

If | learn that any such information was not correct, | agree to notify HHS of this immediately.

T, e M) Shtine Gurty Cork 16031

ToiGbmit the completed, signed form:
+ Email the form as an attachment to the appropriate HHS Contract Manager.
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equesting Department(s):

paps:[] orps:[] psHs:[]

Legal Entity Tax Identification Number (TIN) {Last four Only): [PO/Contract(s) #:

Contract Manager Telephone #:

Contract Manager Email Address:

Contract Manager:

The State Of Texas §

County Of Sabine  §
1 hereby certify that these documents were filed and duly

recorded in the Commissioner Court Minutes of Sabine

County, Texas.
Volume 3 - O Page& Q 5

Sy,
WS\ 2 0o, . ,

Syt Janice McDaniel ~ County Clerk

'.55‘ NN '-‘&3%
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